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You can share this PDF with anyone you feel could benefit from it, downloaded the latest version
from: docker

It is an unofficial and free Docker ebook created for educational purposes. All the content is
extracted from Stack Overflow Documentation, which is written by many hardworking individuals at
Stack Overflow. It is neither affiliated with Stack Overflow nor official Docker.

The content is released under Creative Commons BY-SA, and the list of contributors to each
chapter are provided in the credits section at the end of this book. Images may be copyright of
their respective owners unless otherwise specified. All trademarks and registered trademarks are
the property of their respective company owners.

Use the content presented in this book at your own risk; it is not guaranteed to be correct nor
accurate, please send your feedback and corrections to info@zzzprojects.com
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1.11.2
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2. $ docker run hello-world
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docker

1. Docker Toolbox
2. Windows.
3.

DockerVirtual Box. -
1.12.0
1. pockers cmaPowerShell

1.11.2

1. Docker Toolbox. Docker Toolboxo

2. docker run hello-world

3.
Ubuntu Linuxdocker

64Ubuntu LinuxDocker

e Ubuntu Xenial 16.04LTS
* Ubuntu Wily 15.10

e Ubuntu Trusty 14.04LTS
e Ubuntu Precise 12.04LTS

DockerDocker- Ubuntu—managedUbuntUo
Ubuntu Utopic 14.1015.04DockerAPT-

» Docker64Linux-
¢ DockerLinux3.10 vbuntu Precise 12.043.13-. 3.10Dockere uname -ro Ubuntu Precise (12.04
nrs) o WikiHowUbuntu.

APT
Docker-

1. sudoroote

2.
3. APThttpsCA-

S sudo apt-get update

$ sudo apt—-get install \
apt-transport-https \
ca-certificates \
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curl \
software-properties—common

4. DockerGPG

$ curl -fsSL https://download.docker.com/linux/ubuntu/gpg |

9DC8 5822 9FC7 DD38 854A E2D8 8D81 803C OEBF CD88 -

$ sudo apt-key fingerprint OEBFCD88

pub 4096R/0EBFCD88 2017-02-22

sudo apt-key add -

Key fingerprint = 9DC8 5822 9FC7 DD38 854A E2D8 8D81 803C OEBE CD88
uid Docker Release (CE deb) <docker@docker.com>

sub 4096R/F273FCD8 2017-02-22

5. Ubuntu. APTDocker- UbuntuLTS-

T

12.04LTS deb https://apt.dockerproject.org/repo ubuntu-precise main

TrUSty:l4uO4l:rS deb https://apt.dockerproject.org/repo ubuntu-trusty main

15.10 deb https://apt.dockerproject.org/repo ubuntu-wily main

Xenial 16.04LTS deb https://apt.dockerproject.org/repo ubuntu-xenial main

Docker- https://master.dockerproject.orgo dockeriarch=...70

o

0. <REPO>o

$ echo™”| sudo tee /etc/apt/sources.list.d/docker.list
7. sudo apt—-get updateAPTo
8. apTo

Docker- URL https://apt.dockerproject.org/repo/ o ***o

$ apt-cache policy docker-engine

docker-engine:
Installed: 1.12.2-0O~trusty
Candidate: 1.12.2-0~trusty
Version table:
*A%k 1.12.2-0~trusty O

Debian Multiarch wiki

500 https://apt.dockerproject.org/repo/ ubuntu-trusty/main amdé64 Packages

100 /var/lib/dpkg/status
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https://wiki.debian.org/Multiarch/HOWTO#Setting_up_apt_sources

1.12.1-0~trusty 0

500 https://apt.dockerproject.org/repo/ ubuntu-trusty/main amdé64 Packages
1.12.0-0~trusty O

500 https://apt.dockerproject.org/repo/ ubuntu-trusty/main amdé64 Packages

apt—get upgrade APTo

Ubuntu

Ubuntu Trusty14.04Wily15.10Xenial16.041inux-image-extra-*aufseo

linux—-image-extra—*
1. Ubuntu-

2. sudo apt—-get updateo

3.

$ sudo apt-get install linux-image-extra-$(uname -r) linux-image-extra-virtual

4. Docker

Ubuntu Precise12.04 LTSDocker3.13. 3.13-

linux-image-generic-lts-trusty Linux. aurs - Dockers

linux-headers-generic-lts-trusty gzrsvirtualBox guest additionse trustyo o

xserver-xorg-lts-trusty Unity / Xorg- Docker -
ligbll-mesa-glx-lts-trusty backported.TS Enablement Stack - 5.
1. Ubuntus-

2. sudo apt—-get updateo

$ sudo apt-get install linux-image—-generic-lts-trusty

5. sudo rebooto

6. Dockers
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Docker- -
1. sudoUbuntu. sudo -su o
2. sudo apt-get updateAPTo

3. sudo apt-get install docker-ceDocker Community Edition.
4. sudo service docker start dockero

5. dockerHello-

$ sudo docker run hello-world

rootDocker

sudosudo dockerUNiXe dockerdockerUnix/o

docker

1. sudoUbuntu-

2. sudo groupadd dockerdockero

3. dockero

$ sudo usermod —-aG docker S$USER

5. sudodockero

$ docker run hello-world

Cannot connect to the Docker daemon. Is 'docker daemon' running on this host?

shellpocker_HoST-

$ env | grep DOCKER_HOST

$ unset DOCKER_HOST

~/.bashrc~/.profileDOCKER_HOSTo

https://riptutorial.com/zh-CN/home


https://docs.docker.com/engine/installation/linux/ubuntulinux/#/install-a-specific-version
https://docs.docker.com/engine/installation/linux/ubuntulinux/#/install-a-specific-version
https://docs.docker.com/engine/installation/linux/ubuntulinux/#/install-a-specific-version
https://docs.docker.com/engine/installation/linux/ubuntulinux/#/install-a-specific-version
https://docs.docker.com/engine/installation/linux/ubuntulinux/#/install-a-specific-version
https://docs.docker.com/engine/installation/linux/ubuntulinux/#/install-a-specific-version
https://docs.docker.com/engine/installation/linux/ubuntulinux/#/install-a-specific-version

UbuntuDocker

Docker3.10Linux- 64Ubuntu LinuxDocker

Ubuntu Xenial 16.04LTS
Ubuntu Wily 15.10
Ubuntu Trusty 14.04LTS
Ubuntu Precise 12.04LTS

UbuntuDockerDocker-

DockerDockercur1Docker

$ curl -sSL https://get.docker.com/ | sh

wget Docker

$ wget —-qO- https://get.docker.com/ | sh

Docker-

Docker-

$ sudo apt-get update
$ sudo apt-get install apt-transport-https ca-certificates

GPG

$ sudo apt-key adv —--keyserver hkp://p80.pool.sks-keyservers.net:80 \
——recv-keys 58118E89F3A912897C0O070ADBF76221572C52609D

/etc/apt/sources.list.d/docker.listoe o o

o Ubuntu Precise 12.04LTS

deb https://apt.dockerproject.org/repo ubuntu-precise main

e Ubuntu Trusty 14.04LTS

deb https://apt.dockerproject.org/repo ubuntu-trusty main

* Ubuntu Wily 15.10

deb https://apt.dockerproject.org/repo ubuntu-wily main

* Ubuntu Xenial 16.04LTS

deb https://apt.dockerproject.org/repo ubuntu-xenial main

Dockeraptrepo
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$ sudo
$ sudo
$ sudo

Ubuntu

e Ubuntu Xenial 16.04LTSUbuntu Wily 15.10Ubuntu Trusty 14.04LTS

apt—-get update
apt—-get purge lxc-docker
apt—-cache policy docker—-engine

sudo apt-get update && sudo apt-get install linux-image-extra-$ (uname -r)

e Ubuntu Precise 12.04LTS

Ubuntu3.13-

linux—-image-generic-lts-trusty

Linux. AUFS. Dockers

linux-headers—-generic-lts-trusty

ZFSVirtualBox gueste trustyo o

xserver—-xorg—-lts—-trusty

libgll-mesa-glx—-lts-trusty

Unity / Xorg- Docker-

backportedLTS Enablement Stack - 5-

$ sudo apt-get install linux-image-generic-lts-trusty

$ sudo reboot

aptDOCker

$ sudo
$ sudo

$ sudo

docker

$ sudo

apt—get update
apt—-get install docker-engine

service docker start

docker run hello-world

Google Clouddocker

dockerdocker. gcioua Google Cloud util

docker—

machine create --driver google —-—-google-project " your-project-name’

google-machine-type

https://riptutorial.com/zh-CN/home



fl-large fm02

Google Cloud. fi-1arge
UbuntuDocker

64Ubuntu LinuxDocker

e Ubuntu Xenial 16.04LTS
e Ubuntu Wily 15.10

e Ubuntu Trusty 14.04LTS
e Ubuntu Precise 12.04LTS

DockerDocker. ubuntu-manageaUbuntueo
Ubuntu Utopic 14.1015.04DockerAPT-

* Docker64Linux.

e DockerLinux3.10 vbuntu Precise 12.043.13. 3.10Docker. uname -ro Ubuntu Precise (12.04

nrs) o WikiHowUbuntus

APT
Docker-

1. sudorooto

2.
3. APThttpsCA.

$ sudo apt—-get update
$ sudo apt-get install apt-transport-https ca-certificates

4. GPGo hkp://ha.pool.sks—keyservers.net:80/[D58118E89F3A912897C070ADBF76221572C52609Dadv

keychainadv keychain o man apt-keyeo

$ sudo apt-key adv \
——keyserver hkp://ha.pool.sks-keyservers.net:80 \
——-recv-keys 58118E89F3A912897C070ADBF76221572C52609D

5. Ubuntu. APTDocker.- UbuntuLTS-

T

12.04LTS deb https://apt.dockerproject.org/repo ubuntu-precise main
Trusty:l4u04l:rs deb https://apt.dockerproject.org/repo ubuntu-trusty main

15.10 deb https://apt.dockerproject.org/repo ubuntu-wily main

https://riptutorial.com/zh-CN/home
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|

Xenial 16.04LTS deb https://apt.dockerproject.org/repo ubuntu-xenial main

Docker- https://master.dockerproject.orge docker{arch=...1. Debian Multiarch wiki

o

6. <REPO>o

$ echo™| sudo tee /etc/apt/sources.list.d/docker.list
7. sudo apt—get updateAPTeo
8. apTo

Docker- URL https://apt.dockerproject.org/repo/ o **%o

$ apt-cache policy docker—-engine
docker-engine:
Installed: 1.12.2-0O~trusty
Candidate: 1.12.2-0~trusty
Version table:
***k 1.12.2-0~trusty O
500 https://apt.dockerproject.org/repo/ ubuntu-trusty/main amdé4 Packages
100 /var/lib/dpkg/status
1.12.1-0~trusty O
500 https://apt.dockerproject.org/repo/ ubuntu-trusty/main amdé4 Packages
1.12.0-0~trusty O
500 https://apt.dockerproject.org/repo/ ubuntu-trusty/main amdé4 Packages

apt—-get upgrade APTo

Ubuntu

Ubuntu Trusty1404W|Iy15 1oxenia'16.041inux—image—extra—*aufso
linux—-image-extra—*
1. Ubuntu.

2. sudo apt—-get updateo

3.

$ sudo apt-get install linux-image-extra-$ (uname -r) linux-image-extra-virtual

4. Docker

Ubuntu Precise12.04 LTSDocker3.13. 3.13-

linux-image—-generic-lts-trusty
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Linux. auvrs - Dockers

linux-headers-generic-lts-trusty gzrsvirtualBox guest additionse trustyo o

xserver-xorg-lts-trusty Unity / Xorg- Docker -
ligbll-mesa-glx-lts-trusty backported.TS Enablement Stack o 5.
1. Ubuntus-

2. sudo apt—-get updateo

$ sudo apt-get install linux-image—-generic-lts-trusty

5. sudo rebooto

6. Dockers

Dockers o
1. sudcoUbuntus sudo -su o
2. sudo apt—-get updateAPTo
3. sudo apt-get install dockerfengineDOCkero
4. sudo service docker start dockero

5. dockerHelloo

$ sudo docker run hello-world

rootDocker

sudosudo dockerUNiXe dockerdockerUnix/s

docker

1. sudoUbuntu-

2. sudo groupadd dockerdockereo

https://riptutorial.com/zh-CN/home
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3. dockero

$ sudo usermod -aG docker $SUSER
4. -
5. sudodockero

$ docker run hello-world

Cannot connect to the Docker daemon.

shellbocker _HOSTo

S env | grep DOCKER_HOST

$ unset DOCKER_HOST

~/ .bashrc~/.profileDOCKER_HOSTo
CentOSDocker-ceDocker-ee
Docker
-Docker-eeDocker-ceDocker
CentOSDocker-eeDocker-ce

Docker-ce

docker-ce

1. yum-utilsyum-config-manager

$ sudo yum install -y yum-utils

2. $ sudo yum-config-manager \
——add-repo \

Is

'docker daemon'

running on this host?

https://download.docker.com/linux/centos/docker-ce.repo

3. - docker.repo- -

$ sudo yum-config-manager --enable docker-ce-edge

® ——-disableyum-config-manager

https://riptutorial.com/zh-CN/home
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o —-—enableo o
$ sudo yum-config-manager —--disable docker-ce-edge
4. yums
$ sudo yum makecache fast
5. docker-ce

$ sudo yum install docker-ce-17.03.0.ce

6. Docker-ce

060A 61C5 1B55 8AT7F 742B 77AA C52F EB6B 621E 9F35

docker-ce
$ sudo yum install docker—-ce-VERSION

VERSION

7. docker-ce

$ sudo systemctl start docker

8. docker

$ sudo docker run hello-world

Hello from Docker!
This message shows that your installation appears to be working correctly.

-Docker-ee

Enterprise EditionEE<DOCKER-EE-URL>-
1. https://cloud.docker.com/ - ID<DOCKER-EE-URL>-
2. /etc/yum.repos.d/DOCker

3. Docker EEURL /etc/yun/vars/yum. <DOCKER-EE-URL>URL.

$ sudo sh —-c 'echo "<DOCKER-EE-URL>" > /etc/yum/vars/dockerurl'

4. yum-utilsyum-config-manager

https://riptutorial.com/zh-CN/home
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$ sudo yum install -y yum-utils

5. $ sudo yum-config-manager \
-—add-repo \
<DOCKER-EE-URL>/docker-ee.repo

6. yums
$ sudo yum makecache fast

7. docker-ee

sudo yum install docker-ee

8. docker-ee

$ sudo systemctl start docker

Docker https://riptutorial.com/zh-CN/docker/topic/658/docker
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2: Docker Engine API

APIDockerDockerDocker-

Examples

LinuxDocker API

/etc/init/docker.confDOCKER_OPTS

DOCKER_OPTS='-H tcp://0.0.0.0:4243 —-H unix:///var/run/docker.sock'

Docker deamon

service docker restart

Remote API

curl -X GET http://localhost:4243/images/json

systemdLinuxDocker API

LinuxsystemdUbuntu 16.04-1 tcp://0.0.0.0:2375/etc/default/docker -H tcp://0.0.0.0:23750

/etc/systemd/system/docker-tcp.socket 4243TCPdocker

[Unit]

Description=Docker Socket for the API
[Socket]

ListenStream=4243
Service=docker.service

[Install]

WantedBy=sockets.target

systemctl enable docker-tcp.socket
systemctl enable docker.socket
systemctl stop docker

systemctl start docker-tcp.socket
systemctl start docker

Remote API

curl -X GET http://localhost:4243/images/Jjson

SystemdTLS

/ etc

https://riptutorial.com/zh-CN/home
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cp /lib/systemd/system/docker.service /etc/systemd/system/docker.service

ExecStart/etc/systemd/system/docker.service

ExecStart=/usr/bin/dockerd -H fd:// -H tcp://0.0.0.0:2376 \
——tlsverify —--tlscacert=/etc/docker/certs/ca.pem \
-—tlskey=/etc/docker/certs/key.pem \
——tlscert=/etc/docker/certs/cert.pem

dockerdl.12docker daemon o 2376dockersTLS2375. TLSCA -

systemdsystemd

systemctl daemon-reload

docker

systemctl restart docker

DockerTLSroot.

Go

GoDocker Engine APICLIdocker pull your_image_nameo ANSI

package yourpackage

import (
"context"
"encoding/json"
"fmt"
"iO"
"strings"

"github.com/docker/docker/api/types"

"github.com/docker/docker/client"

// Struct representing events returned from image pulling
type pullEvent struct {

ID string " Jjson:"id""

Status string " Jjson:"status"®

Error string "~ Json:"error,omitempty"’
Progress string " json:"progress,omitempty"’

ProgressDetail struct ({
Current int "~ Json:"current"®
Total int " json:"total"®

} " Jjson:"progressDetail""

// Actual image pulling function
func PullImage (dockerImageName string) bool ({
client, err := client.NewEnvClient ()

https://riptutorial.com/zh-CN/home 17
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if err !'= nil {
panic (err)

resp, err := client.ImagePull (context.Background(),

types.ImagePullOptions{})

if err !'= nil {
panic (err)

cursor := Cursor{}
layers := make([]string, O0)
oldIndex := len(layers)

var event *pullEvent
decoder := json.NewDecoder (resp)

fmt .Printf ("\n")
cursor.hide ()

for {
if err := decoder.Decode (&event); err != nil {

if err == i0.EOQOF {
break

panic(err)

imageID := event.ID

dockerImageName,

// Check if the line is one of the final two ones

if strings.HasPrefix(event.Status, "Digest:")
"Status:") {
fmt .Printf ("%$s\n", event.Status)

continue

// Check if ID has already passed once

index := 0
for i, v := range layers {
if v == imagelID {

index = i + 1
break

// Move the cursor
if index > 0 {
diff := index - oldIndex

if diff > 1 {
down := diff - 1
cursor.moveDown (down)
} else if diff < 1 {
up := diff*(-1) + 1

cursor.moveUp (up)

0ldIndex = index

strings.HasPrefix (event.Status,

https://riptutorial.com/zh-CN/home
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} else {
layers = append(layers, event.ID)
diff := len(layers) - oldIndex
if diff > 1 {
cursor.moveDown (diff) // Return to the last row

0ldIndex = len(layers)

cursor.clearLine ()

if event.Status == "Pull complete" {
fmt.Printf ("%$s: %$s\n", event.ID, event.Status)
} else {

fmt .Printf ("%s: %s %s\n", event.ID, event.Status, event.Progress)

cursor.show ()

if strings.Contains (event.Status, fmt.Sprintf ("Downloaded newer image for %s",

dockerImageName) ) {
return true

return false

ANSI

package yourpackage

import "fmt"

// Cursor structure that implements some methods
// for manipulating command line's cursor

type Cursor struct{}

func (cursor *Cursor) hide () {

fmt .Printf ("\033[?251")

func (cursor *Cursor) show() {
fmt .Printf ("\033[?25h")

func (cursor *Cursor) moveUp (rows int) {
fmt .Printf ("\033[%dF", rows)

func (cursor *Cursor) moveDown (rows int) {
fmt .Printf ("\033[%dE", rows)

func (cursor *Cursor) clearLine() {
fmt .Printf ("\033[2K")

https://riptutorial.com/zh-CN/home
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PullImageo Docker.

cURL

cURLDocker APIe map([string] []stringJSONGoo

curl --unix-socket /var/run/docker.sock \

—-XGET "http:/vl1.29/images/json" \

-G \

—-—-data-urlencode 'filters={"reference":{"yourpreciousregistry.com/path/to/image":
"dangling":{"true": true}}'

—-G--data-urlencodeHTTP GETPOSTos URL?-

Docker Engine API https://riptutorial.com/zh-CN/docker/topic/3935/docker-engine-api

true},

https://riptutorial.com/zh-CN/home
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3: Docker --net-

dockerQ- -

NIC-

“n
o

docker

Examples

$ docker run -d --name my_app -p 10000:80 image_name

--net = bridgedocker- - BRIDGE-

$ docker run -d --name my_app -net=host image_name

- IP- - web_container_lweb_container_2web_container_2. web_container_1

$ docker run -d --name webl -p 80:80 USERNAME/web_container_1

$ docker run -d —-—-name web2 —--net=container:webl USERNAME/web_container_ 2

Docker --net. https://riptutorial.com/zh-CN/docker/topic/9643/docker---net-----
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ﬁockerfiles

DockerfilesDocker- Docker. DockerfilesDocker-

docker docker buiiaDockers

Dockerfiles

# This is a comment
INSTRUCTION arguments

® #

* Dockerfilerrom

<INSTRUCTION><argument (s)>o Dockerfiles

DockerfileDockerDocker*”s Dockerfiles

COPYADDe

Docker

# escape="

Docker \ - Windows Docker-

Examples

HelloWorld Dockerfile
Dockerfile

FROM alpine
CMD ["echo", "Hello StackOverflow!"]

DockerAlpine rroM cmp o

docker build -t hello .
docker run —--rm hello

Hello StackOverflow!

Dockercory

COPY localfile.txt containerfile.txt

COPY ["local file", "container file"]

https://riptutorial.com/zh-CN/home
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https://hub.docker.com/_/alpine/

COPYe images/

COPY *.Jjpg images/

images/o Docker-

Dockerfileexrosk

EXPOSE 8080 8082

DockerDockerfiles

Dockerfiles

Docker. - -

RUN apt—-get —qgg update
RUN apt-get —-gg install some-package

® o

® RUNapt-get updateapt-get install o apt-get install docker.

RUN apt—-get —gg update && \
apt—-get —-gg install some-package

Dockerfile- -

LABEL maintainer John Doe <john.doe@example.com>

Dockerfiles -

USER daemon

UseRUIDRUN CMDENTRYPOINTDockerfile o

WORKDIR

WORKDIR /path/to/workdir

WORKDIRENTRYPOINTRUN CMD ENTRYPOINT COPYADDe WORKDIRDockerfileo

Dockerfileo WORKDIRe

apt—-get updateo

https://riptutorial.com/zh-CN/home
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WORKDIR /a
WORKDIR b
WORKDIR c
RUN pwd

Dockerfilepwd/a/b/c o
WORKDIRENVe Dockerfileo

ENV DIRPATH /path
WORKDIR S$DIRPATH/S$SDIRNAME
RUN pwd

Dockerfilepwd/path/$DIRNAME
VOLUME ["/data"]

voruMEe JSON VOLUME ["/var/log/"]VOLUME /var/logVOLUME /var/log /var/db o Docker/o

docker runo Dockerfile

FROM ubuntu

RUN mkdir /myvol

RUN echo "hello world" > /myvol/greeting
VOLUME /myvol

Dockerfiledocker/ myvol-

JSON™.

COPY

COPY

COPY <src>... <dest>
COPY ["<src>",... "<dest>"] (this form is required for paths containing whitespace)

COPY<src><dest>o
<src>o

<src>GOfilepath.Matche

COPY hom* /mydir/ # adds all files starting with "hom"
COPY hom?.txt /mydir/ # ? is replaced with any single character, e.g., "home.txt"

<dest>WORKDIRo

https://riptutorial.com/zh-CN/home 24
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COPY test relativeDir/ # adds "test" to ‘WORKDIR' /relativeDir/
COPY test /absoluteDir/ # adds "test" to /absoluteDir/

UIDGIDO-

stdin docker build - < somefile COPY o

COPY

* <src>;copy ../something / somethingdocker builddocker-
® <Jsrc>o o

® <Jsrc>o <dest>/<src><dest>/base(<src>)o

® <src><dest>/o

® <dest> <src><dest> o

® <dest>o

ENVARG

ENV

ENV <key> <value>
ENV <key>=<value>

ENV<key>o “"Dockerfileo
ENVe ENV <key> <value> o <value> - o
ENV <key>=<value> ...o =o o

ENV myName="John Doe" myDog=Rex\ The\ Dog \
myCat=fluffy

ENV myName John Doe
ENV myDog Rex The Dog
ENV myCat fluffy

ENVe docker run —-—env <key>:<value>inspectdocker run -—env <key>=<value>o

ARG

ARG o ARGe

https://riptutorial.com/zh-CN/home
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ENV DEBIAN_FRONTEND noninteractive

apt—-getdocker exec —-it the-container bashapt—getDebiano

ARG DEBIAN_FRONTEND noninteractive

RUN <key>=<value> <command>

EXPOSE

EXPOSE <port> [<port>...]

exposeDocker. Exposke -p-Po docker run [OPTIONS] IMAGE
docker run -p 2500:80 <image name>

<image>802500-

-po  Docker-

LABEL <key>=<value> <key>=<value> <key>=<value>

LABELe LABELe LABELe

LABEL "com.example.vendor"="ACME Incorporated"”
LABEL com.example.label-with-value="foo"

LABEL version="1.0"

LABEL description="This text illustrates \
that label-values can span multiple lines."

o DOCKerLarens LABELe o

[COMMAND] [ARG. ..

LABEL multi.labell="valuel" multi.label2="value2" other="value3"

LABEL multi.labell="valuel" \
multi.label2="value2" \
other="value3"

FROMLABEL o Docker/s

docker inspect.

"Labels": {
"com.example.vendor": "ACME Incorporated"
"com.example.label-with-value": "foo",
"version": "1.0",
"description": "This text illustrates that label-values can span multiple lines.",
"multi.labell": "valuel",
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"multi.label2": "value2",

"other": "value3"
I
CMD
CMD ["executable", "paraml", "param2"] (exec form, this is the preferred form)
CMD ["paraml", "param2"] (as default parameters to ENTRYPOINT)

CMD command paraml param2 (shell form)

DockerfileCMDe CMDCMDo

CMDo ENTRYPOINTo
cMDENTRYPOINTJSONCMDENTRYPOINTo
execJSON™.

shellexecshells shells cvp [ "echor, "suomE" jsHoME. Shellshellshell cvp [ "shr, "—c", "echo

SHOME" ] o
shellexec cmps

cvpShell/bin/sh -c

FROM ubuntu
CMD echo "This is a test." | wc -

shellJSON- cvps

FROM ubuntu
CMD ["/usr/bin/wc","-—help"]

ENTRYPOINTCMDe ENTRYPOINT o
docker runcupe

RUNCMDo  RUN; CMDo

MAINTAINER

MAINTAINER <name>

MAINTAINER

Docker MAINTAINERe LABELo LABELdocker inspecto
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LABEL maintainer="someone@something.com"

FROM <image>

FROM <image>:<tag>

FROM <image>@<digest>

rroMo Dockerfilerrome - o
rrovDoOckerfileo

rroMDoOcCkerfiles rromlID-

RUN

RUN <command> (shell form, the command is run in a shell, which by default is /bin/sh -c on
Linux or cmd /S /C on Windows)
RUN ["executable", "paraml", "param2"] (exec form)

RUNo DockerfileDockerfile o
runDocker-
execshellshellruxo
suaerrshellshell.

shell\ rone

RUN /bin/bash —-c 'source S$HOME/.bashrc ;\
echo $HOME'

RUN /bin/bash —-c 'source $HOME/.bashrc ; echo $HOME'

“/ bin / sh’shellshellexec. run ["/bin/bash", "-c", "echo hello"]
execJSON ~ ',

shellexecshells shelle run [ "echo", "suome" jsumomeE. Shellshellshell run [ "sh", "—c", "echo

SHOME" ] o

JSON- Windows. JSONSshell run ["c:\windows\system32\tasklist.exe"]
RUN ["c:\\windows\\system32\\tasklist.exe"]

RUN
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o RUN apt-get dist-upgrade -yo
Dockerfile-

ADDRUNe o

ONBUILD

ONBUILD [INSTRUCTION]

oneuILD. Dockerfilerromo

Python. Dockerfile-

ADDRUN o
ONBUILDe
ONBUILDeo o

FROMe FROMONBUILDe FROMe FROMe

OnBuild-

docker inspecto

[oool
ONBUILD ADD . /app/src
ONBUILD RUN /usr/local/bin/python-build --dir /app/src

[oool

ONBUILDONBUILD ONBUILDONBUILDo®

ONBUILDFROMMAINTAINERo®

STOPSIGNAL

STOPSIGNAL signal

9SIGNAMESIGKILL.

STOPSIGNAL-o

HEALTHCHECK

HEALTHCHECK [OPTIONS] CMD command (check container health by
container)

HEALTHCHECK NONE

neartacaeckDocker. Web.

--no-cacherundocker build --no-cache-

running a command inside the

(disable any healthcheck inherited from the base image)
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CMD

——interval=DURATION (default: 30s)
——timeout=DURATION (default: 30s)
——retries=N (default: 3)

HEALTHCHECKDockerfile o

cvpShellsEALTHCHECK cMD /bin/check-running €xecDockerfile;EntrypoInT o

® 0: success -
® 1: unhealthy -

® 2: starting -

“”2“”“”0

HEALTHCHECK —--interval=5m —--timeout=3s \

HEALTHCHECKo®

CMD curl -f http://localhost/ ||

stdoutstderrUTF-8docker inspecto 4096.

health_statuse

Docker 1.121EALTHCHECKo

SHELL ["executable", "parameters"]

suerrshellshell-  Linuxshell("/pin/shr, "-c*; Windows "crnd", "/s", "/c"] o

o

suerzWindowsshellemdpowershellshshell-

SHELLe SHELLSHELLe

FROM windowsservercore

# Executed as cmd /S /C echo default

RUN echo default

# Executed as cmd /S /C powershell —-command Write-Host default

sue.L.JSONDockerfile
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RUN powershell -command Write-Host default

# Executed as powershell -command Write-Host hello
SHELL ["powershell", "-command"]
RUN Write-Host hello

# Executed as cmd /S /C echo hello
SHELL ["cmd", "/S"", n/c"]
RUN echo hello

Dockerfileshell suErL RUN CMDENTRYPOINT o

WindowssueLL

RUN powershell -command Execute-MyCmdlet -paraml "c:\foo.txt"

docker

cmd /S /C powershell -command Execute-MyCmdlet -paraml "c:\foo.txt"

- cmd.exeshell- shellrunpowershell -command-

o rUNJSON

RUN ["powershell", "-command", "Execute-MyCmdlet", "-paraml \"c:\\foo.txt\""]

JSONcmd.exe- suertshellWindowsescape parser

# escape="

FROM windowsservercore

SHELL ["powershell","—-command"]

RUN New-Item -ItemType Directory C:\Example

ADD Execute-MyCmdlet.psl c:\example\

RUN c:\example\Execute-MyCmdlet -sample 'hello world'

PS E:\docker\build\shell> docker build -t shell
Sending build context to Docker daemon 3.584 kB

Step 1 : FROM windowsservercore

———> 5bc36a335344

Step 2 : SHELL powershell -command

———> Running in 87d7a64c9751

—-——> 4327358436¢cl

Removing intermediate container 87d7a64c9751

Step 3 : RUN New-Item -ItemType Directory C:\Example
———> Running in 3e6bal6b8df9

Directory: C:\

https://riptutorial.com/zh-CN/home

31



Mode LastWriteTime Length Name

d-—--—- 6/2/2016 2:59 PM Example

———> 1f1dfdcec085

Removing intermediate container 3e6bal6b8df9

Step 4 : ADD Execute-MyCmdlet.psl c:\example\

——=> 6770b4cl7£29

Removing intermediate container b139e34291dc

Step 5 : RUN c:\example\Execute-MyCmdlet -sample 'hello world'
———> Running in abdcf50dfdlf

Hello from Execute-MyCmdlet.psl - passed hello world
—-——> bale25255fda

Removing intermediate container abdcf50dfdlf
Successfully built bale25255fda

PS E:\docker\build\shell>

saerrshelle WindOWSsHELL cnd /S /C /V:ON|OFF o
shellzshcshteshLinuxsseLLe

Docker 1.12sHEL10

Debian / Ubuntu

FROM debian

RUN apt—-get update \

&& DEBIAN_FRONTEND=noninteractive apt-get install -y \
git \
openssh-client \
sudo \
vim \
wget \

&& apt—get clean \

&& rm —-rf /var/lib/apt/lists/*

Dockerfiles https://riptutorial.com/zh-CN/docker/topic/3161/dockerfiles
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5: Dockerfile

1. FroM
2. MAINTAINER LABEL
3.apt—get install apk add
4.bower.json package.json build.gradle requirements.txt
5.npm install pip install
6.
7.CMD ENTRYPOINT ENV EXPOSE
Docker-
Dockerfileo -
Dockerfile

# Base image
FROM python:2.7-alpine

# Metadata
MAINTAINER John Doe <johndoelexample.com>

# System-level dependencies

RUN apk add —-update \
ca-certificates \
&& update—-ca-certificates \
&& rm —-rf /var/cache/apk/*

# App dependencies
COPY requirements.txt /requirements.txt
RUN pip install -r /requirements.txt

# App codebase
WORKDIR /app
COPY . ./

# Configs

ENV DEBUG true

EXPOSE 5000
CMD ["python", "app.py"]

MAINTAINERDocker 1.13LABEL.-
LABEL Maintainer =“John Doe johndoe @example.com”

Dockerfile https://riptutorial.com/zh-CN/docker/topic/6448/dockerfile
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ﬁockerDocker

Examples

DockerJenkins CI

JenkinsDockerDockerHostDockerDocker. DockerDocker. Jenkins Docker ImageDocker-
Dockerfile

FROM jenkins
USER root

RUN cd /usr/local/bin && \

curl https://master.dockerproject.org/linux/amd64/docker > docker && \
chmod +x docker && \

groupadd -g 999 docker && \

usermod —-a -G docker jenkins

USER Jenkins

DockerfilelmageDockerDocker. Docker- runUID 999UNIXJenkins. - ImageDockerJenkins
ImageDockerHostDocker. UNIX Socket /var/run/docker.socke UnixJenkinss docker run -v
/var/run/docker.sock: /var/run/docker.sock --name jenkins MY _CUSTOM_IMAGE_NAME o docker
docker: root DockerfileUIDJenkins. Jenkins ContainerDocker. run-v

Jjenkins_home: /var/jenkins_homeJenkinS_homeo

DockerDocker https://riptutorial.com/zh-CN/docker/topic/8012/dockerdocker
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ﬂ)ocker

Examples

docker events

docker run... & docker events --filter 'container=$ (docker ps -1q)'

docker ps -1g llast gquiet o id o

Docker https://riptutorial.com/zh-CN/docker/topic/6200/docker
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ﬁocker

DockerDocker- Docker. - -o

dockero

Examples
A

[root@localhost ~]# docker run —-it -v /data —--name=vol3 8251da35e7a7 /bin/bash
root@d87b£9607836:/# cd /data/

root@d87b£f9607836:/data# touch abc{l..10}

root@d87b£f9607836: /data# 1ls

abcl abc10 abc2 abc3 abc4 abceb abc6 abc7 abc8 abc9

Blcont + P + Q)]

[root@localhost ~]# docker ps
IDd87bf9607836 8251da35e7a7"/ bin / bash”31vol3 [root @ localhost~]
C'docker inspect'

[root@localhost ~]# docker inspect d87bf9607836
“Mounts”[{*Name™cdf78fbf79a7c9363948e133abe4c572734cd788c95d36edea0448094ec9121c”
“Source™/ var / lib / docker / volumes /

cdf78fbf79a7c9363948e133abe4c572734cd788c95d36edea0448094ec9121c/ _data”
“Destination™/ data™Driver™local” “"“"RW”

D

[root@localhost ~]# docker run —-it —--volumes—-from vol3 8251da35e7a7 /bin/bash

root@ef2f5cc545be:/# 1s

bin boot data dev etc home lib libst media mnt opt proc root run sbin srv sys tmp usr var

root@ef2f5cc545be: /# 1s [ data abcl abcl0 abc2 abc3 abc4 abch abc6 abc7 abc8 abc9

E

[root@localhost ~]# docker run —-it -v /etc:/etcl 8251da35e7a7 /bin/bash
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/ etc/ etcl

Docker https://riptutorial.com/zh-CN/docker/topic/5908/docker
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ﬁocker

Docker-

* 01
Examples

-v-—-volumee /etc/mnt/etc

(on linux) docker run -v "/etc:/mnt/etc" alpine cat /mnt/etc/passwd
(on windows) docker run -v "/c/etc:/mnt/etc" alpine cat /mnt/etc/passwd

docker run -v "/etc:/mnt/etc:ro" alpine touch /mnt/etc/passwd

docker volume create ——name="myAwesomeApp"

o —v--volume--volume docker run

docker run -d —-—-name="myApp-1" -v="myAwesomeApp:/data/app" myApp:1.5.3

/o

docker run -d —--name="myApp-2" --volumes-from "myApp-1" myApp:1.5.3

myApp-2myApp:1.5.3myApp-1lmyAwesomeAppe myAwesomeAppmyApp-2/data/appmyApp-1/data/app °

Docker https://riptutorial.com/zh-CN/docker/topic/1318/docker
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H Docker

docker-

docker-machineDockero

docker-machines ‘"o Dockero

Examples

Docker Machine

shell-

docker-machine envdOcker-machine

eval $(docker-machine env)docker-machineshelldocker-machine-
shell--no-proxydocker-machine eval s (docker-machine env ——no-proxy)

docker-machines eval $ (docker-machine env —--no-proxy machinename)

SSHdocker

shell
* docker-machine
docker-machine ssh tO Ssh into default docker-machine

docker-machine ssh machinenameSShdocker-machine

® o dOCker-maChinEUptimeuptimedockerfmachine ssh default uptime
Docker

docker-machinedocker-machineDockers SSHSSL.

Virtualbox

docker-machine create --driver virtualbox docker-host-1

Dockergeneric

docker-machine -D create -d generic --generic-ip-address 1.2.3.4 docker-host-2

—-—driver—--drivereo

https://riptutorial.com/zh-CN/home
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docker-machinesdockerDocker-

docker-machine 1s

NAME ACTIVE DRIVER STATE URL

ERRORS

docker-machine-1 - ovh Running tep://1.2.3.4:2376
docker-machine-2 - generic Running tcp://1.2.3.5:2376

docker-machine 1ls —--filter state=running

docker-machine 1ls --filter state=
'side-project-'Golang

docker-machine ls —--filter name=""side-project-"

docker—-machine 1ls ——format '{{ .URL }}'
https://docs.docker.com/machine/reference/ls/ -
Docker

- docker

docker-machine upgrade docker-machine-name

dockerlP
dockerlP

docker-machine ip machine-name

Docker https://riptutorial.com/zh-CN/docker/topic/1349/docker

SWARM

DOCKER

vl.11.2
vl.11.2
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IITdocker

Examples

docker inspecto

Dockerdocker inspect —-f ... container_id

docker inspect -f ... $(docker ps -q)

docker command | grep or awk | tr or cut

docker inspect”’htophttps://hub.docker.com/r/jess/htop/pid ael
docker inspect —-f '{{.Created}}' ael
2016-07-14T17:44:14.1590944567Z

docker inspect —-f '{{.Path}}' ael

htop

docker inspectdocker inspect

"State": { "Status": "running", "Running": true, "Paused": false, "Restarting": false,
"OOMKilled": false, "Dead": false, "Pid": 4525, "ExitCode": 0, "Error": "", "StartedAt": "2016-
07-14T17:44:14.4062862932", "FinishedAt": "0001-01-01T00:00:00Z2"{ ...}

docker inspect —-f '{{.State}}' ael

{running true false false false false 4525 0 2016-07-14T17:44:14.406286293Z 0001-01-
01T00:00:002}

State.Pid

docker inspect -f '{{ .State.Pid }}' ael

4525

docker inspect

docker inspect -f '{{ .Config.Env }}' 7a7

[DISPLAY=:0 PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin LANG=fr_ FR.UTF-8
LANGUAGE=fr_FR:en LC_ALL=fr_ FR.UTF-8 DEBIAN_FRONTEND=noninteractive HOME=/home/gg WINEARCH=win32
WINEPREFIX=/home/gg/.wine_captvty]

0

docker inspect -f '{{ index ( .Config.Env) 0 }}' 7a7
DISPLAY=:0

10

docker inspect -f '{{ index ( .Config.Env) 1 }}' 7a7

PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
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docker inspect -f '{{ len .Config.Env }}' 7a7
9

docker inspect -f “{{ index .Config.Cmd $[$ (docker inspect -format '{{ len
SCID)-11}}" 7a7

docker https://riptutorial.com/zh-CN/docker/topic/6470/docker-

.Config.Cmd }}'
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E Docker

Examples

registry:latest V1o Pythono v2Go-. “v2 vl

docker run -d -p 5000:5000 —-—name="registry" registry:2

Docker Distribution -

AWS S3
AWS S3. . config.yml

storage:
s3:

accesskey: AKAAAAAACCCCCCCBBBDA
secretkey: rn9rjnNuX44iK+26gpM4cDEoOnonbBWI98FYaiDt S
region: us-east-1
bucket: registry.example.com
encrypt: false
secure: true
vé4auth: true
chunksize: 5242880
rootdirectory: /registry

accesskeysecretkeyS3|AM o AmazonS3FullAccesso regions3o buckete
vaauthtruefalse. chunksizeS3 API5. rootdirectoryS3e

Docker https://riptutorial.com/zh-CN/docker/topic/4173/docker
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E Docker

Examples

Docker

sudo docker stats $(sudo docker inspect -f "{{ .Name }}" $(sudo docker ps —-q))

CPU

Docker https://riptutorial.com/zh-CN/docker/topic/5863/docker
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E Docker

Examples
Containerip
IPWeb.

docker-machineMacOSXWindowss

$ docker-machine 1s

NAME ACTIVE DRIVER STATE
default u virtualbox Running

$ docker-machine ip default

192.168.99.100

Docker

docker network create app-backend

appBackende o

docker network 1ls

Docker. bridge hostnulle bridgee

URL
tep://192.168.99.100:2376

docker network connect app-backend myAwesomeApp-1

myAwesomeApp-lapp-backende DNSDNS- DNSbridgeo

docker network disconnect app-backend myAwesomeApp-1

myAwesomeApp-lapp-backendo DNS-

Docker

docker network rm app-backend

DOCkerapp—backendO o bridge hostnulle

Docker

SWARM

https://riptutorial.com/zh-CN/home



docker network inspect app-backend

app-backende

"Name": "foo",
"Id": "a0349d78c8fd7cl6£5940bdbafladec8d8399b8309b2e8a969bd4e3226a6fc58",
"Scope": "local",
"Driver": "bridge",
"EnableIPvo": false,
"IPAM": {
"Driver": "default",
"Options": {},
"Config": [
{
"Subnet": "172.18.0.0/16",
"Gateway": "172.18.0.1/16"

by

"Internal": false,
"Containers": {1},
"Options": {},
"Labels": {}

Docker https://riptutorial.com/zh-CN/docker/topic/3221/docker
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EDocker

Docker - Swarm-

docker swarm init [OPTIONS]

» swarm/ docker swarm join [OPTIONS] HOSTPORT

» docker service create [OPTIONS] IMAGE [COMMAND] [ARG ..]]

» docker service inspect [OPTIONS] SERVICE [SERVICE ...]

» docker service Is [OPTIONS]

» docker service rm SERVICE [SERVICE ...]

» docker service scale SERVICE = REPLICAS [SERVICE = REPLICAS ../]
» docker service ps [OPTIONS] SERVICE [SERVICE ...]

» docker service update [OPTIONS] SERVICE

Swarm

* Docker Engine

SwarmDocker Swarm

S_WarmCLI

docker swarm init [OPTIONS]

swarm/

https://riptutorial.com/zh-CN/home
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docker swarm join [OPTIONS] HOST:PORT

docker service create [OPTIONS] IMAGE [COMMAND] [ARG...]
docker service inspect [OPTIONS] SERVICE [SERVICE...]
docker service 1ls [OPTIONS]

docker service rm SERVICE [SERVICE...]

docker service scale SERVICE=REPLICAS [SERVICE=REPLICAS...]
docker service ps [OPTIONS] SERVICE [SERVICE...]

docker service update [OPTIONS] SERVICE

Examples
docker-machineVirtualBoxLinuxswarm

# Create the nodes

# In a real world scenario we would use at least 3 managers to cover the fail of one manager.
docker-machine create -d virtualbox manager

docker-machine create -d virtualbox workerl

# Create the swarm
# It is possible to define a port for the *advertise-addr* and *listen-addr*, if none is
defined the default port 2377 will be used.
docker-machine ssh manager \
docker swarm init \
——advertise-addr $ (docker-machine ip manager)
—--listen—-addr $(docker-machine ip manager)

# Extract the Tokens for joining the Swarm

# There are 2 different Tokens for joining the swarm.

MANAGER_TOKEN=S$ (docker-machine ssh manager docker swarm join-token manager —--quiet)
WORKER_TOKEN=$ (docker-machine ssh manager docker swarm join-token worker —--quiet)

# Join a worker node with the worker token
docker-machine ssh workerl \
docker swarm join \
——token S$WORKER_TOKEN \
——listen-addr $(docker—-machine ip workerl) \
S (docker-machine ip manager) :2377
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# grab the ipaddress:port of the manager (second last line minus the whitespace)
export MANAGER_ADDRESS=$ (docker swarm Jjoin-token worker | tail -n 2 | tr -d '[[:space:]]")

# grab the manager and worker token
export MANAGER_TOKEN=$ (docker swarm Jjoin-token manager -qg)
export WORKER_TOKEN=$ (docker swarm join-token worker -q)

-g- swarme
swarme

docker swarm join --token $WORKER_TOKEN S$MANAGER_ADDRESS

Webapi-

swarm. NASNFSGFS2. . Docker- /nfs/ sharedo

IP10.0.9.0/24 hello-network

docker network create \
——driver overlay \
——subnet 10.0.9.0/24 \
—-—-opt encrypted \
hello—-network

° pOStngSQ'o nfs/postgres

docker service create —--replicas 1 —--name hello-db \
—--network hello-network -e PGDATA=/var/lib/postgresqgl/data \
—--mount type=bind, src=/nfs/postgres,dst=/var/lib/postgresqgl/data \
kiasaki/alpine-postgres:9.5

—--network hello-network--mounte
API

/\P|username/hello—api/\P|o

docker service create —--replicas 1 —--name hello-api \
—-network hello-network \
—e NODE_ENV=production —-e PORT=80 —-e POSTGRESQL_HOST=hello-db \
username/hello-api

o Docker swarmDNSAPIDNS-

nginxAPl. nginx
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docker service create —--replicas 1 ——name hello-load-balancer \
——network hello-network \
——-mount type=bind, src=/nfs/nginx/nginx.conf,dst=/etc/nginx/nginx.conf \
-p 80:80 \
nginx:1.10-alpine

—pO o
® o
® o
e Drain. -

#Following commands can be used on swarm manager (s)
docker node update --availability drain node-1

#to verify:

docker node 1ls

Swarm

docker node promote

docker node promote node-3 node-2

Node node-3 promoted to a manager in the swarm.
Node node-2 promoted to a manager in the swarm.

docker node demote

docker node demote node—-3 node-2

Manager node-3 demoted in the swarm.

Manager node-2 demoted in the swarm.

#Run the following on the worker node to leave the swarm.

docker swarm leave
Node left the swarm.

ManagerManager- --force

#Manager Node

docker swarm leave —-—-force
Node left the swarm.

SwarmMdocker node 1lso

docker node rm node-2

node-2
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16:

o SSHshello sIGNALSIGINTe o supervisordSIGNALe

“n
o

dockerdocker host docker exec -it container_name /bin/bahs o sshshells

Examples

Dockerfile + supervisord.conf

Apache WebSSH supervisord o

supervisord.conf

[supervisord]
nodaemon=true

[program: sshd]
command=/usr/sbin/sshd -D

[program:apache?2]
command=/bin/bash -c "source /etc/apache2/envvars && exec /usr/sbin/apache2 -DFOREGROUND"

Dockerfile

FROM ubuntu:16.04

RUN apt-get install -y openssh-server apache2 supervisor

RUN mkdir -p /var/lock/apache2 /var/run/apache2 /var/run/sshd /var/log/supervisor
COPY supervisord.conf /etc/supervisor/conf.d/supervisord.conf

CMD ["/usr/bin/supervisord"]

docker build -t supervisord-test

$ docker run -p 22 -p 80 -t -i supervisord-test

2016-07-26 13:15:21,101 CRIT Supervisor running as root (no user in config file)

2016-07-26 13:15:21,101 WARN Included extra file "/etc/supervisor/conf.d/supervisord.conf"
during parsing

2016-07-26 13:15:21,112 INFO supervisord started with pid 1

2016-07-26 13:15:21,113 INFO spawned: 'sshd' with pid 6

2016-07-26 13:15:21,115 INFO spawned: 'apache2' with pid 7

https://riptutorial.com/zh-CN/docker/topic/4053/
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ﬁDockerlptableS

iptablesdocker-

* iptables - DOCKER [RULE ...] [ACCEPT | DROP] //a DOCKER
* iptables -D DOCKER [RULE ...] [ACCEPT | DROP] //IDOCKER
* ipset restore </etc/ipfriends.conf //ipset ipfriends

ext_if Dockero
XXX XXX XXX XXX DockerlP-
YYY.YYY.YYY.YYY DockerlP-

ipfriends DockerlPipset-

Dockeriptables-

Nginx-proxy+HTTPSWeb: 1P XXX XXX. XXX. XXXWeb-

$ iptables —-A INPUT -i ethO —-p tcp —-s XXX.XXX.XXX.XXX —-j ACCEPT
$ iptables —-P INPUT DROP

Docker- - INPUTFORWARD-

- Dockeriptables: DOCKERFORWARD-

$ iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy DROP)

target prot opt source destination

DOCKER-ISOLATION all -- anywhere anywhere

DOCKER all -- anywhere anywhere

ACCEPT all -- anywhere anywhere ctstate RELATED, ESTABLISHED
ACCEPT all -- anywhere anywhere

ACCEPT all -- anywhere anywhere

DOCKER all -- anywhere anywhere

ACCEPT all -- anywhere anywhere ctstate RELATED, ESTABLISHED
ACCEPT all -- anywhere anywhere

ACCEPT all -- anywhere anywhere
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Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain DOCKER (2 references)

target prot opt source destination
ACCEPT tcp —-- anywhere 172.18.0.4 tcp dpt:https
ACCEPT tcp —-- anywhere 172.18.0.4 tcp dpt:http

Chain DOCKER-ISOLATION (1 references)

target prot opt source destination
DROP all -- anywhere anywhere
DROP all -- anywhere anywhere
RETURN all -- anywhere anywhere

https://docs.docker.com/v1.5/articles/networking/ DockerlP-

$ iptables -I DOCKER -i ext_if ! -s 8.8.8.8 —j DROP

DOCKER- Dockers

« IPIPsIC IP-
. 8.8.8.8.
« HTTPWebIP.

ipset - IPipsetlP- ipsetiptable-

$ iptables -I DOCKER -1 ext_if -m set ! —--match-set my-ipset src -3j DROP

- o docker

$ iptables -I DOCKER -i ext_if -m state —--state ESTABLISHED,RELATED -j ACCEPT

iptables: DROPESTABLISHEDDOCKERIpset-

iptable-liptables

// Drop rule for non matching IPs

$ iptables -I DOCKER -i ext_if -m set ! --match-set my-ipset src —3j DROP

// Then Accept rules for established connections

$ iptables -I DOCKER -i ext_if -m state —--state ESTABLISHED,RELATED -j ACCEPT

$ iptables -I DOCKER -i ext_if ... ACCEPT // Then 3rd custom accept rule
$ iptables -I DOCKER —-i ext_if ... ACCEPT // Then 2nd custom accept rule
$ iptables -I DOCKER -i ext_if ... ACCEPT // Then 1lst custom accept rule
o
DockerlP
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ipset - - Debian-

$ apt-get update
S apt—-get install ipset

ipsetDockerlP-

$ vi /etc/ipfriends.conf

# Recreate the ipset if needed, and flush all entries

create —exist ipfriends hash:ip family inet hashsize 1024 maxelem 65536
flush

# Give access to specific ips

add ipfriends XXX.XXX.XXX.XXX

add ipfriends YYY.YYY.YYY.YYY

ipset.

$ ipset restore < /etc/ipfriends.conf
Docker.

$ docker ps

iptables. -

// All requests of src ips not matching the ones from ipset ipfriends will be dropped.
$ iptables -I DOCKER -1 ext_if -m set ! —--match-set ipfriends src -7j DROP

// Except for requests coming from a connection already established.

$ iptables -I DOCKER -1 ext_if -m state --state ESTABLISHED,RELATED -3j ACCEPT

$ iptables -D DOCKER -1 ext_if -m set ! --match-set ipfriends src -7j DROP
$ iptables -D DOCKER -1 ext_if -m state —--state ESTABLISHED,RELATED -3j ACCEPT

Docker

iptables

Dockerlptables https://riptutorial.com/zh-CN/docker/topic/9201/dockeriptables
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18: API v2Docker/

dockerDocker Hubs -

sudo docker run -p 50005000

--name
-v'pwd'/ certs/ certs

-e REGISTRY_HTTP_TLS_CERTIFICATE =/ certs /
server.crt

-e REGISTRY_HTTP_TLS_KEY =/ certs / server.key
-v / root / images/ var / lib / registry /

2

docker-engine

SSL

Examples

RSA openssl genrsa -des3 -out server.key 4096

Openssle - 123456-

openssl reqg —new —-key server.key -out server.csr

- “"docker- mydomain.com

docker50005000-
“docker ps”-

/ certsCURRENT _DIR / certs"”

[certs/server.crt- env

RSAserver.key-
- /root/images. -

docker hub«2»2-

RSA cp server.key server.key.org && openssl rsa -in server.key.org -out server.key

- .key.csr.crto

openssl x509 -req -days 365 —-in server.csr -signkey server.key -out server.crt

server.keyserver.crt °

server.keyserver.crt/ root / certs
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dockerca certs.
level = fatal msg ="open /certs/server.crt”

cd /root sudo docker run -p 5000:5000 --restart=always --name registry -v ‘pwd /certs:/certs -e
REGISTRY_HTTP_TLS_CERTIFICATE=/certs/server.crt -e REGISTRY_HTTP_TLS_KEY=/certs/server.key -v

/root/Documents:/var/lib/registry/ registry:Z/ sudo docker run -p 5000:5000 —--restart=always —-—
name registry -v ‘pwd' /certs:/certs —e REGISTRY_HTTP_TLS_CERTIFICATE=/certs/server.crt -e

REGISTRY_HTTP_TLS_KEY=/certs/server.key —-v /root/Documents:/var/lib/registry/ registry:2

o

docker

- server.crtdocker. -

server.crt/etc/docker/certs.d/mydomain.com:5000/. ca-certificates.crt nv

/etc/docker/certs.d/mydomain.com:5000/server.crt /etc/docker/certs.d/mydomain.com:5000/ca-
certificates.crt

PULL docker pull mydomain.com:5000/nginx

1. hub.docker.comdocker docker pull nginx

2. docker tag IMAGE_ID mydomain.com:5000/nginx docker tag IMAGE_ID mydomain.com:5000/nginx

docker images|MAGE_|D
3. docker push mydomain.com:5000/nginx

API v2Docker/ https://riptutorial.com/zh-CN/docker/topic/8707/api---v2docker-

https://riptutorial.com/zh-CN/home

57


https://riptutorial.com/zh-CN/docker/topic/8707/%E4%BD%BF%E7%94%A8api---v2%E7%9A%84docker%E7%A7%81%E6%9C%89-%E5%AE%89%E5%85%A8%E6%B3%A8%E5%86%8C%E8%A1%A8
https://riptutorial.com/zh-CN/docker/topic/8707/%E4%BD%BF%E7%94%A8api---v2%E7%9A%84docker%E7%A7%81%E6%9C%89-%E5%AE%89%E5%85%A8%E6%B3%A8%E5%86%8C%E8%A1%A8
https://riptutorial.com/zh-CN/docker/topic/8707/%E4%BD%BF%E7%94%A8api---v2%E7%9A%84docker%E7%A7%81%E6%9C%89-%E5%AE%89%E5%85%A8%E6%B3%A8%E5%86%8C%E8%A1%A8
https://riptutorial.com/zh-CN/docker/topic/8707/%E4%BD%BF%E7%94%A8api---v2%E7%9A%84docker%E7%A7%81%E6%9C%89-%E5%AE%89%E5%85%A8%E6%B3%A8%E5%86%8C%E8%A1%A8
https://riptutorial.com/zh-CN/docker/topic/8707/%E4%BD%BF%E7%94%A8api---v2%E7%9A%84docker%E7%A7%81%E6%9C%89-%E5%AE%89%E5%85%A8%E6%B3%A8%E5%86%8C%E8%A1%A8
https://riptutorial.com/zh-CN/docker/topic/8707/%E4%BD%BF%E7%94%A8api---v2%E7%9A%84docker%E7%A7%81%E6%9C%89-%E5%AE%89%E5%85%A8%E6%B3%A8%E5%86%8C%E8%A1%A8
https://riptutorial.com/zh-CN/docker/topic/8707/%E4%BD%BF%E7%94%A8api---v2%E7%9A%84docker%E7%A7%81%E6%9C%89-%E5%AE%89%E5%85%A8%E6%B3%A8%E5%86%8C%E8%A1%A8
https://riptutorial.com/zh-CN/docker/topic/8707/%E4%BD%BF%E7%94%A8api---v2%E7%9A%84docker%E7%A7%81%E6%9C%89-%E5%AE%89%E5%85%A8%E6%B3%A8%E5%86%8C%E8%A1%A8
https://riptutorial.com/zh-CN/docker/topic/8707/%E4%BD%BF%E7%94%A8api---v2%E7%9A%84docker%E7%A7%81%E6%9C%89-%E5%AE%89%E5%85%A8%E6%B3%A8%E5%86%8C%E8%A1%A8
https://riptutorial.com/zh-CN/docker/topic/8707/%E4%BD%BF%E7%94%A8api---v2%E7%9A%84docker%E7%A7%81%E6%9C%89-%E5%AE%89%E5%85%A8%E6%B3%A8%E5%86%8C%E8%A1%A8
https://riptutorial.com/zh-CN/docker/topic/8707/%E4%BD%BF%E7%94%A8api---v2%E7%9A%84docker%E7%A7%81%E6%9C%89-%E5%AE%89%E5%85%A8%E6%B3%A8%E5%86%8C%E8%A1%A8
https://riptutorial.com/zh-CN/docker/topic/8707/%E4%BD%BF%E7%94%A8api---v2%E7%9A%84docker%E7%A7%81%E6%9C%89-%E5%AE%89%E5%85%A8%E6%B3%A8%E5%86%8C%E8%A1%A8
https://riptutorial.com/zh-CN/docker/topic/8707/%E4%BD%BF%E7%94%A8api---v2%E7%9A%84docker%E7%A7%81%E6%9C%89-%E5%AE%89%E5%85%A8%E6%B3%A8%E5%86%8C%E8%A1%A8
https://riptutorial.com/zh-CN/docker/topic/8707/%E4%BD%BF%E7%94%A8api---v2%E7%9A%84docker%E7%A7%81%E6%9C%89-%E5%AE%89%E5%85%A8%E6%B3%A8%E5%86%8C%E8%A1%A8

19:

» docker volume create --name <volume_name><volume_name>
» docker run -v <volume_name><mount_point> -d crramirez / limesurveylatest<mount_point>
<volume_name>

--name <volume_name>

-v <volume_name><mount_point>

docker. Docker-

e -\/o
+ docker volume rm
¢ --volumes-from-

® o

+ docker volumes

Examples

docker. Limesurvey

docker volume create —--name mysqgl
docker volume create —--name upload

docker run -d --name limesurvey -v mysqgl:/var/lib/mysgl -v upload:/app/upload -p 80:80
crramirez/limesurvey:latest

docker volume create ——-name=data
echo "Hello World" | docker run —-i —--rm=true -v data:/data ubuntu:trusty tee /data/hello.txt

docker run -d —-—-name backup -v data:/data ubuntu:trusty tar -czvf /tmp/data.tgz /data
docker cp backup:/tmp/data.tgz data.tgz
docker rm —-fv backup

tar —-xzvf data.tgz
cat data/hello.txt

https://riptutorial.com/zh-CN/docker/topic/7429/
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20: 1.12

Examples

1.12

consul dockerDocker 1.12swarmdocker swarmconsul- http://gnib.org/2016/08/11/consul-service/

- docker swarm- ipsdocker swarmdns.
docker 1.12 swarm.

docker. syslogdockerd--1og-driver=sysloge

docker network create consul-net -d overlay

1--replicasl

docker service create —--name consul-seed \

-p 8301:8300 \

-—network consul-net \

—e 'CONSUL_BIND_INTERFACE=ethO' \

consul agent -server -bootstrap-expect=3 -retry-join=consul-seed:8301 -retry-join=consul-
cluster:8300

docker service create —--name consul-cluster \
-p 8300:8300 \
-—network consul-net \
—-replicas 3 \
—e 'CONSUL_BIND_INTERFACE=eth0' \
consul agent -server -retry-join=consul-seed:8301 -retry-join=consul-cluster:8300

consul- docker

docker exec <containerid> consul members

1.12 https://riptutorial.com/zh-CN/docker/topic/6437/1-12
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21: Docker ImageMongoChef

Docker ImageMongoChef.

Examples

1. MongoBase 64- chef data_bags

2. suppermarketdocker cookbook- custom_mongo“docker™> 2.0"metadata.rb
3.

4. MongoRep Set

mongo-keyfiledata bagkeyfile- chefdata_bags-

openssl rand -base64 756 > <path-to-keyfile>

"id": "keyfile",
"comment": "Mongo Repset keyfile",
"key-file": "generated base 64 key above"

2docker cookbookcustom_mongo cookbook

knife cookbook site download docker
knife cookbook create custom_mongo

custom_mongometadat.rb

depends 'docker', '~> 2.0"'

3
default['custom_mongo'] ['mongo_keyfile'] = '/data/keyfile'
default['custom _mongo'] [ 'mongo_datadir'] = '/data/db'
default['custom_mongo'] ['mongo_datapath'] = '/data'
default['custom _mongo'] ['keyfilename'] = 'mongodb-keyfile'

Cookbook Name:: custom_mongo
Recipe:: default

Copyright 2017, Innocent Anigbo

All rights reserved - Do Not Redistribute
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data_path = "#{node['custom_mongo'] ['mongo_datapath']}"
data_dir = "#{node['custom_mongo'] ['mongo_datadir']}"
key_dir = "#{node['custom_mongo'] ['mongo_keyfile']}"
keyfile_content = data_bag_item('mongo-keyfile', 'keyfile')
keyfile_name = "#{node['custom_mongo']['keyfilename']}"

#chown of keyfile to docker user

execute 'assign-user' do
command "chown 999 #{key_dir}/#{keyfile_name}"
action :nothing

end

#Declaration to create Mongo data DIR and Keyfile DIR
$W[ #{data_path} #{data_dir} #{key_dir} ].each do |path|
directory path do

mode '0755'

end
end

#declaration to copy keyfile from data_bag to keyfile DIR on your mongo Server
file "#{key_dir}/#{keyfile_name}" do

content keyfile_content|['key-file']

group 'root'

mode '0400"
notifies :run, 'executel[assign-user]', :immediately
end

#Install docker
docker_service 'default' do
action [:create, :start]

end

#Install mongo 3.4.2
docker_image 'mongo' do
tag '3.4.2"
action :pull

end
mongo-role
{
"name": "mongo-role",
"description": "mongo DB Role",

"run_list": [
"recipe[custom_mongo]"

mongo

knife node run_list add FQODN_of _node_0l1 'role[mongo-role]'
knife node run_list add FQODN_of_node_02 'role[mongo-role]'
knife node run_list add FQODN_of_node_03 'role[mongo-role]'

4Mongorepset
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Mongo- 01--authMongo

docker run —--name mongo -v /data/db:/data/db -v /data/keyfile:/opt/keyfile —-hostname="mongo-—
0l.example.com" -p 27017:27017 -d mongo:3.4.2 —--keyFile /opt/keyfile/mongodb-keyfile —-auth

0Oldocker containershelladmin

docker exec —-it mongo /bin/sh
mongo
use admin
db.createUser ( {
user: "admin-user",
pwd: "password",
roles: [ { role: "userAdminAnyDatabase", db: "admin" } ]

})i
root

db.createUser ( {
user: "RootAdmin",
pwd: "password",
roles: [ { role: "root", db: "admin" } ]
1)

01Docker. DIR- 0l1Mongorepset

docker rm —-fv mongo

docker run --name mongo-uat -v /data/db:/data/db -v /data/keyfile:/opt/keyfile --
hostname="mongo-01.example.com" -p 27017:27017 -d mongo:3.4.2 —--keyFile /opt/keyfile/mongodb-
keyfile —--replSet "rsO"

rep set0203mongo

docker run --name mongo -v /data/db:/data/db -v /data/keyfile:/opt/keyfile —--hostname="mongo-
02.example.com" -p 27017:27017 -d mongo:3.4.2 —--keyFile /opt/keyfile/mongodb-keyfile —-replSet
"rSO"
docker run --name mongo -v /data/db:/data/db -v /data/keyfile:/opt/keyfile —--hostname="mongo-
03.example.com" -p 27017:27017 -d mongo:3.4.2 —--keyFile /opt/keyfile/mongodb-keyfile —-replSet
"rSO"

Olroot

use admin
db.auth ("RootAdmin", "password");
rs.initiate ()

0123repset0

rs.add ("mongo—-02.example.com")
rs.add ("mongo—-03.example.com")

db.printSlaveReplicationinfoSyncedToBehind- 0
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rs0:PRIMARY> db.printSlaveReplicationInfo ()
source: mongo—-02.example.com:27017
syncedTo: Mon Mar 27 2017 15:01:04 GMT+0000 (UTC)
0 secs (0 hrs) behind the primary
source: mongo—-03.example.com:27017
syncedTo: Mon Mar 27 2017 15:01:04 GMT+0000 (UTC)
0 secs (0 hrs) behind the primary

Docker ImageMongoChef https://riptutorial.com/zh-CN/docker/topic/10014/docker-imagemongo
chef
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https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE
https://riptutorial.com/zh-CN/docker/topic/10014/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8docker-image%E8%AE%BE%E7%BD%AE%E4%B8%89%E4%B8%AA%E8%8A%82%E7%82%B9mongo%E5%89%AF%E6%9C%AC%E5%B9%B6%E4%BD%BF%E7%94%A8chef%E9%85%8D%E7%BD%AE

22: docker build

docker build -t mytag .-—--> Running in d9a42e53ebb5a The command '/bin/sh -c returned a non-zero

code: 127 127%121276

Examples

docker build -t mytag .

—-—-=> Running in d%a42e53ebba

shell

docker run —-it d9a42e53eb5a /bin/bash
/ bin / bash/ bin / sh

docker build https://riptutorial.com/zh-CN/docker/topic/8078/docker-build
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https://riptutorial.com/zh-CN/docker/topic/8078/%E5%A6%82%E4%BD%95%E5%9C%A8docker-build%E5%A4%B1%E8%B4%A5%E6%97%B6%E8%B0%83%E8%AF%95
https://riptutorial.com/zh-CN/docker/topic/8078/%E5%A6%82%E4%BD%95%E5%9C%A8docker-build%E5%A4%B1%E8%B4%A5%E6%97%B6%E8%B0%83%E8%AF%95
https://riptutorial.com/zh-CN/docker/topic/8078/%E5%A6%82%E4%BD%95%E5%9C%A8docker-build%E5%A4%B1%E8%B4%A5%E6%97%B6%E8%B0%83%E8%AF%95
https://riptutorial.com/zh-CN/docker/topic/8078/%E5%A6%82%E4%BD%95%E5%9C%A8docker-build%E5%A4%B1%E8%B4%A5%E6%97%B6%E8%B0%83%E8%AF%95
https://riptutorial.com/zh-CN/docker/topic/8078/%E5%A6%82%E4%BD%95%E5%9C%A8docker-build%E5%A4%B1%E8%B4%A5%E6%97%B6%E8%B0%83%E8%AF%95
https://riptutorial.com/zh-CN/docker/topic/8078/%E5%A6%82%E4%BD%95%E5%9C%A8docker-build%E5%A4%B1%E8%B4%A5%E6%97%B6%E8%B0%83%E8%AF%95
https://riptutorial.com/zh-CN/docker/topic/8078/%E5%A6%82%E4%BD%95%E5%9C%A8docker-build%E5%A4%B1%E8%B4%A5%E6%97%B6%E8%B0%83%E8%AF%95
https://riptutorial.com/zh-CN/docker/topic/8078/%E5%A6%82%E4%BD%95%E5%9C%A8docker-build%E5%A4%B1%E8%B4%A5%E6%97%B6%E8%B0%83%E8%AF%95
https://riptutorial.com/zh-CN/docker/topic/8078/%E5%A6%82%E4%BD%95%E5%9C%A8docker-build%E5%A4%B1%E8%B4%A5%E6%97%B6%E8%B0%83%E8%AF%95
https://riptutorial.com/zh-CN/docker/topic/8078/%E5%A6%82%E4%BD%95%E5%9C%A8docker-build%E5%A4%B1%E8%B4%A5%E6%97%B6%E8%B0%83%E8%AF%95

23

Examples

Wordpress

DockerfileFROM php5.6-apache

Dockerfile https://github.com/docker-library/php/blob/master/5.6/apache/Dockerfile
FROM debianjessieDebian jessie-

https://riptutorial.com/zh-CN/docker/topic/8077/
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https://github.com/docker-library/php/blob/master/5.6/apache/Dockerfile
https://riptutorial.com/zh-CN/docker/topic/8077/%E5%AE%89%E5%85%A8
https://riptutorial.com/zh-CN/docker/topic/8077/%E5%AE%89%E5%85%A8
https://riptutorial.com/zh-CN/docker/topic/8077/%E5%AE%89%E5%85%A8

24:

Examples

docker inspect
docker run

docker run -—-e password=abc

docker run --env-file myfile
myfile
passwordl=abc password2=def

docker run -v $(pwd)/my-secret-file:/secret-file
keywhiz https://square.github.io/keywhiz/
https://lwww.hashicorp.com/blog/vault.html

etcd https://xordataexchange.github.io/crypt/

https://riptutorial.com/zh-CN/docker/topic/6481/
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https://square.github.io/keywhiz/
https://www.hashicorp.com/blog/vault.html
https://xordataexchange.github.io/crypt/
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8
https://riptutorial.com/zh-CN/docker/topic/6481/%E5%B0%86%E7%A7%98%E5%AF%86%E6%95%B0%E6%8D%AE%E4%BC%A0%E9%80%92%E7%BB%99%E6%AD%A3%E5%9C%A8%E8%BF%90%E8%A1%8C%E7%9A%84%E5%AE%B9%E5%99%A8

25:
]

- Dockerfile rrom o

Examples

Dockerfile
Dockerfiledocker build o
docker build -t image-name path
Dockerfilepockertile —~£Dockerfile-
docker build -t image—-name —-f Dockerfile2
dockerbuild-example:1.0.0dockerbuild-example:1.0.0Dockerfile

S 1s
Dockerfile Dockerfile2

$ docker build -t dockerbuild-example:1.0.0

$ docker build -t dockerbuild-example-2:1.0.0 —-f Dockerfile2

docker build USaAge o
~ Dockerfilec docker build -t mytag .docker build -t mytag
docker. Dockerfile-

.dockerignore o .gitignoreo

Dockerfile
FROM node:5

FROMe o

WORKDIR /usr/src/app

WORKDIRcd © RUN cd

RUN npm install cowsay knock-knock-jokes
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RUNo

COPY cowsay-knockknock.js ./

COPYpathdocker build pathe

CMD node cowsay-knockknock. js

CMDeo docker rune

:Dockerfile -
ENTRYPOINTCMD

Dockerfileo CMDENTRYPOINTENTRYPOINT/bin/sh -c o /o ENTRYPOINT CMDo

Dockerfile

FROM ubuntu:16.04
CMD ["/bin/date"]

/bin/sh —-cENTRYPOINT/bin/date o /bin/sh -c /bin/date o

$ docker build -t test
$ docker run test
Tue Jul 19 10:37:43 UTC 2016

CMD o

$ docker run test /bin/hostname
bf0274ec8820

ENTRYPOINTDOCKEr cMDe Dockerfile

FROM ubuntu:16.04
ENTRYPOINT ["/bin/echo"]
CMD ["Hello"]

$ docker build -t test
$ docker run test
Hello

/bin/echo

$ docker run test Hi
Hi

DOCkerﬁ|8echo——entrypoint
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$ docker run —--entrypoint=/bin/hostname test
b2c70e74df18

ENTRYPOINTCMDe

Dockerfile

EXPOSE <port> [<port>...]

Docker

exposeDOCKer. ExPosEe -p-Po o

Dockerfile

EXPOSE 8765
docker run

-p 8765:8765

ENTRYPOINTCMD

- Dockerfile

ENTRYPOINT [ "nethogs"] CMD ["wlanO"]

a

docker built -t inspector .

Dockerfile

docker run —-it —--net=host --rm inspector
nethogswlan0O

ethOwlanlral ...

docker run -it —--net=host --rm inspector ethO
docker run -it --net=host —--rm inspector wlanl
Docker Hub

Docker Hubdocker repo hoste docker 10gindocker hube

docker login
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Login with your Docker ID to push and pull images from Docker Hub.
If you don't have a Docker ID, head over to https://hub.docker.com to create one.

Username: cjsimon
Password:
Login Succeeded

docker. o o
docker login quay.io
o server/username/reponame:tag o Docker Hub. -

docker tag mynginx quay.io/cjsimon/mynginx:latest

docker imagese pUShO

docker push quay.io/cjsimon/mynginx:latest

docker pull quay.io/cjsimon/mynginx:latest

Dockerfilewget GitHub-

Docker

$ docker build —--build-arg http_proxy=http://myproxy.example.com:3128 \
——build-arg https_proxy=http://myproxy.example.com:3128 \
—-build-arg no_proxy=internal.example.com \
-t test

build-arge

https://riptutorial.com/zh-CN/docker/topic/713/
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26:

Examples

DockervoiumeDocker. Dockerdocker volumes o

Web*“’Docker-

“’Docker- “"vorume Dockerfile-vdocker run-v /path/on/container o " --volumes-from docker run--

volumes—frome
docker run -d -—-—-name "mysqgl-data" -v "/var/lib/mysqgl" alpine /bin/true

“un
o

docker run -d ——name="mysgl" —--volumes—-from="mysgl-data" mysqgl

mysglmysgl—-data o

Dockervolumeo

volume

docker run -d --name "mysqgl-1" -v "/var/lib/mysgl" mysqgl

mysgle /var/lib/mysgle o o o o

——volumes—-from

docker run -d —-—name="mysqgl-2" —--volumes—-from="mysql-1" mysqgl

mysqgl-2mysqgl-1/var/lib/mysqgl o

https://riptutorial.com/zh-CN/docker/topic/3224/
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» docker inspect [OPTIONS] CONTAINER | IMAGE [CONTAINER | IMAGE ...]

Examples

docker inspect <container>

docker inspect -f '<format>' <container>

docker inspect -f '{{ .NetworkSettings }}'

IP

docker inspect —-f '{{ .NetworkSettings.IPAddress }}'

-fGo

<container>

<container>

docker inspect -f '{{ json .NetworkSettings }}' {{containerIdOrName} }

jsonJSON-

pythonJSON

docker inspect -f '{{ json .NetworkSettings }}' <container>

docker-

“J0 "docker inspecto

docker inspect -f '{{ json .NetworkSettings }}' aal |

"172.17.0.1"

o docker inspecto Config.Envindex

docker inspect —--format '{{ index (index
1

docker inspect —-—-format '{{ index (index
len

.Config.Env)

.Config.Env)

| python -mjson.tool

jag [.Gateway]

0 1}’

1 13!

<container>

<container>
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docker inspect --format ‘{{ len .Config.Env }}’ <container>

docker inspect —-format “{{ index .Config.Cmd $[$ (docker inspect —-format ‘{{ len .Config.Cmd
}}’ <container>)-11}}"” <container>

docker inspectkeyva|uedocker inspect jess / SpOtify

"Config": { "Hostname": "8255f4804dde", "Domainname": "", "User": "spotify", "AttachStdin":
false, "AttachStdout": false, "AttachStderr": false, "Tty": false, "OpenStdin": false,
"StdinOnce": false, "Env": [ "DISPLAY=unix:0",
"PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin", "HOME=/home/spotify" 1,
"Cmd": [ "-stylesheet=/home/spotify/spotify-override.css" ], "Image": "Jjess/spotify", "Volumes":
null, "WorkingDir": "/home/spotify", "Entrypoint": [ "spotify" ], "OnBuild": null, "Labels": {}
}V

Config

docker inspect -f '{{.Config}}' 825

{8255f4804dde spotify false false false map[] false false false [DISPLAY=unix:0
PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin HOME=/home/spotify] [-
stylesheet=/home/spotify/spotify-override.css] false Jjess/spotify map[] /home/spotify [spotify]
false [] map[] }

Config.Image
docker inspect -f '{{index (.Config) "Image" }}' 825

jess/spotify

Config.Cmd

docker inspect -f '{{.Config.Cmd}}' 825

[-stylesheet=/home/spotify/spotify—-override.css]

ID- CentOS 6

=» ~ docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
centos centos6 cf2c3eceSe41 2 weeks ago 194.6 MB

® = -~ docker inspect cf2c3eceSe41
® <> ~ docker inspect centos:centos6

JSON

"Id": "sha256:cf2c3eceb5e418fd063bfad5e7e8d083182195152f90aac3abcaddbfbfealfc2a”,
"RepoTags": [
"centos:centos6"
1,
"RepoDigests": [],
"Parent": "",
"Comment": "",
"Created": "2016-07-01T22:34:39.970264448z2",
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"Container": "b355fe%9a01a8f95072e4406763138c5ad9%cala50dbb0ce073870a905817d6702",

"ContainerConfig": {
"Hostname": "68alf3cfce80",
"Domainname": "",

"User": "",

"AttachStdin": false,
"AttachStdout": false,
"AttachStderr": false,
"Tty": false,
"OpenStdin": false,
"StdinOnce": false,
"Env": [

"PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin

1,
"Cmd": [
"/bin/sh",
"_C" 0
"# (nop) CMD [\"/bin/bash\"]"
1,
"Image":

"sha256:cdbcc7980b002dc1904d5b6ac450993c478927£673339%04e6893647fe2158fa7",

"Volumes": null,
"WorkingDir": "",
"Entrypoint": null,
"OnBuild": null,

"Labels": {
"build-date": "20160701",
"license": "GPLv2",
"name": "CentOS Base Image",
"vendor": "CentOS"
}
by
"DockerVersion": "1.10.3",
"Author": "https://github.com/Cent0S/sig-cloud-instance-images",
"Config": ({
"Hostname": "68alf3cfce80",
"Domainname": "",
"User": "",

"AttachStdin": false,
"AttachStdout": false,
"AttachStderr": false,
"Tty": false,
"OpenStdin": false,
"StdinOnce": false,
"Env": [

"PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin

]V

"Cmd": [
"/bin/bash"

]V

"Image":

"sha256:cdbcc7980b002dc1904d5b6ac450993c478927£67333904e6893647fe2158fa7",

"Volumes": null,

"WorkingDir": "",

"Entrypoint": null,

"OnBuild": null,

"Labels": {
"build-date": "20160701",
"license": "GPLv2",
"name": "CentOS Base Image",
"vendor": "CentOS"

:/bin"

:/bin"
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by
"Architecture":
"OS":

"Size":

"linux",

"VirtualSize":
"GraphDriver":
"Name" :
"Data":
by
"RootFS": {
"Type" .
"Layers": [

"amdoe4",

194606575,
194606575,
{

"aufs",

null

"layers",

"sha256:2714f4a6cdee9d4c987fef019608a4f6lflcda’ccf423aeb8d7d89£745c58b18"

docker inspect--format GO - pipe / sed / grep-

IP

docker inspect —--format
init PID

docker inspect --format
/procstraceo

docker inspect --format

range $index, Selem :=

" {1

' {H{

'Container {{

.Config.ExposedPorts }}{{ S$index }}{{ end }}"'

.NetworkSettings.IPAddress }}'

.State.Pid }}"

778680748084

.Name }} listens on {{

Container /redis listens on 172.17.0.3:6379/tcp
Container /api listens on 172.17.0.2:4000/tcp

docker inspect

docker inspecte

stdoutstderrdocker inspecto

docker inspect <container-id> |

stdoutstderr-

stdout / stderr

grep Source

778680748084

.NetworkSettings.IPAddress }}:{{
5765847de886 7786807d8084
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docker logs —--follow <containerid>

- docker-
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28:

Examples

dockerubuntu

docker2 GB RAM - 4GB -

1. gitmake

sudo apt-get install make git-core -y

2.4.2

sudo apt-get install linux-generic-lts-xenial

3. sudo reboot
4. criudocker checkpoint

sudo apt-get install libprotobuf-dev libprotobuf-cO-dev protobuf-c-compiler protobuf-
compiler python-protobuf libnl-3-dev libcap-dev -y

wget http://download.openvz.org/criu/criu-2.4.tar.bz2 -0 - | tar —-xj

cd criu-2.4

make

make install-1lib

make install-criu

5. criu

sudo criu check

6. dockerdockerdocker

cd ~
wget —-gO- https://get.docker.com/ | sh
sudo usermod -aG docker $ (whoami)

» docker-

git clone https://github.com/boucher/docker

cd docker

git checkout docker-checkpoint-restore

make #that will take some time - drink a coffee
DOCKER_EXPERIMENTAL=1 make binary

7. dockers s <version>
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o

sudo service docker stop

sudo cp $(which docker) $(which docker)_ ; sudo cp ./bundles/latest/binary-client/docker—

<version>-dev $(which docker)

sudo cp $(which docker-containerd) $ (which docker-containerd)_ ; sudo cp
./bundles/latest/binary-daemon/docker-containerd $(which docker-containerd)

sudo cp $(which docker-containerd-ctr) $(which docker-containerd-ctr)_ ; sudo cp
./bundles/latest/binary-daemon/docker-containerd-ctr $(which docker-containerd-ctr)
sudo cp $(which docker-containerd-shim) $(which docker-containerd-shim)_ ; sudo cp
./bundles/latest/binary-daemon/docker—-containerd-shim $ (which docker—-containerd-shim)
sudo cp $(which dockerd) $(which dockerd)_ ; sudo cp ./bundles/latest/binary-
daemon/dockerd $ (which dockerd)

sudo cp $(which docker-runc) $(which docker-runc)_ ; sudo cp ./bundles/latest/binary-
daemon/docker-runc $(which docker-runc)

sudo service docker start

docker_ o

docker-

true;

# create docker container
export cid=$ (docker run -d —--security-opt seccomp:unconfined busybox /bin/sh -c 'i=0; while

do echo $i; i=$(expr $i + 1); sleep 1; done')

# container is started and prints a number every second
# display the output with
docker logs $cid

# checkpoint the container
docker checkpoint create $cid checkpointname

# container is not running anymore
docker np

# lets pass some time to make sure

# resume container
docker start $cid --checkpoint=checkpointname

# print logs again
docker logs $cid

https://riptutorial.com/zh-CN/docker/topic/5291/
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29:

[ [0
docker inspect [OPTIONS] CONTAINER | IMAGE [CONTAINER | IMAGE ...]

docker pull [OPTIONS] NAME [TAG | @DIGEST]
docker rmi [OPTIONS] IMAGE [IMAGE ..]
docker tag [OPTIONS] IMAGE [TAG] [REGISTRYHOST /] [USERNAME /] NAME [TAG]

Examples

Docker Hub

Docker Hub. DockerDocker HubDockers Dockerubuntudocker run ubuntuDOCKE&rubuntue docker
pulldocker pullDOCker Hub-

docker pull ubuntu
docker pull ubuntu:14.04

o o registry.example.comubuntu:14.04

docker pull registry.example.com/username/ubuntu:14.04

$ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
hello-world latest 693bce725149 6 days ago 967 B
postgres 9.5 0£3af79d8673 10 weeks ago 265.7 MB
postgres latest 0£3af79d8673 10 weeks ago 265.7 MB
Docker

ID 693bce725149

hello-world :latest

+ hello-world:latest

hello-world@sha256:e52be8ffeeblf374£440893189cd32£44cbl66650e7abl85£fa7735b7dc48d619

o docker images —--digests o

docker rmi

docker rmi <image name>
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docker rmi registry.example.com/username/myAppImage:1.3.5

ID

docker rmi 693bce725149

IDID

docker rmi 693

- docker rmi“”.

$ docker ps -a

CONTAINER ID IMAGE COMMAND CREATED
PORTS NAMES
5483657ee07b hello-world "/hello"

(0) 2 seconds ago small_elion

$ docker rmi hello-world
Untagged: hello-world:latest

$ docker ps -a

CONTAINER ID IMAGE COMMAND CREATED
PORTS NAMES
5483657ee07b 693bce725149 "/hello"

(0) 12 seconds ago small_elion

docker rmi $(docker images -ga)

docker rmi -f $(docker images -ga)

docker images —-gq —--no-trunc -f dangling=true | xargs -r docker rmi

Docker Hub
Docker Hub

docker search <term>

$ docker search nginx

NAME DESCRIPTION

AUTOMATED

nginx Official build of Nginx.

jwilder/nginx-proxy Automated Nginx reverse proxy for docker c...

Less than a second ago

Less than a second ago

STARS

3565
717

STATUS

Exited

STATUS

Exited

OFFICIAL

[OK]
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[OK]
richarvey/nginx—php-fpm Container running Nginx + PHP-FPM capable ... 232
[OK]

docker inspect <image>

JSON. g0

docker inspect <image> | jg -r '.[O0].Author'

docker tag ubuntu:latest registry.example.com/username/ubuntu:latest

docker tag myApp:1.4.2 myApp:latest
docker tag myApp:1.4.2 registry.example.com/company/myApp:1.4.2

Docker
docker save -o ubuntu.latest.tar ubuntu:latest

ubuntu:latesttarballubuntu.1atest .tar o tarba"rsynco

tarball

docker load -i /tmp/ubuntu.latest.tar

ubuntu:latesto

https://riptutorial.com/zh-CN/docker/topic/690/
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» docker rm [OPTIONS] CONTAINER [CONTAINER ...]
» docker attach [OPTIONS] CONTAINER

» docker exec [OPTIONS] CONTAINER COMMAND [ARG ...]

» docker ps []

» docker logs [OPTIONS] CONTAINER

» docker inspect [OPTIONS] CONTAINER | IMAGE [CONTAINER | IMAGE ...

¢ containerdocker<container>container id<CONTAINER_NAME> o |Do

Examples

$ docker ps
CONTAINER ID
PORTS
2bc9b1988080
hours
8178790e2230
hours

docker pseo -a

$ docker ps -a
CONTAINER ID
PORTS
9cc69f11a0£f7

(0) 26 hours ago
2bc9b1988080
hours
8178790e2230
hours

IMAGE
NAMES
redis

0.0.0.0:6379->6379/tcp

postgres

0.0.0.0:65432->5432/tcp

IMAGE
NAMES
docker/whalesay

redis

0.0.0.0:6379->6379/tcp

postgres

0.0.0.0:65432->5432/tcp

$ docker ps -a -f status=exited

CONTAINER ID
PORTS
9cc69f11a0£f7

(0) 26 hours ago

IMAGE
NAMES
docker/whalesay

-qContainer ID- UniXgrepawk

$ docker ps -aqg
9cc69f11a0f?7
2bc9p1988080
8178790e2230

COMMAND

"docker-entrypoint.sh"
elephant-redis

"/docker-entrypoint.s"
pt-postgres

COMMAND

g [
berserk_wozniak
"docker-entrypoint.sh"
elephant-redis
"/docker-entrypoint.s"
pt-postgres

COMMAND

"ls /Il

docker run --name mycontainer1MO0d_famousnostalgic_stallman

CREATED

2 weeks ago

2 weeks ago

CREATED

26 hours ago

2 weeks ago

2 weeks ago

CREATED

26 hours ago

STATUS

Up 2

Up 2

STATUS

Exited

Up 2

Up 2

STATUS

Exited
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docker ps —-f name=mycontainerl
Docker

LHJ”D 9cc69f11a0f76073e87£f25cbbeaf0e079fbfbdlbcd47c063bcd25ed3722a8ccda

UUID 9cc69f11a0f7

berserk_wozniak

docker pso
UUIDDocker. docker run --name <given name> <image> o DOCKeEro

UuID*™UUID

docker stop <container> [<container>...]

SIGTERMSIGKILL- -

docker start <container> [<container>...]
;o —a -- ——attach o

docker ps —-format 'table {{.ID}}\t{{.Names}}\t{{.Status}}'

docker ps ——-filter name=myapp_1
IP
docker inspect <container id> | grep IPAddress

docker inspect

docker inspect —--format '{{ .NetworkSettings.IPAddress }}' ${CID}

docker
docker restart <container> [<container>...]

--time 10

docker restart <container> —-time 10
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docker rm

docker rm <container name or id>

docker rm $ (docker ps -ga)

dockers - o

Xargs

docker ps -aqg —-f status=exited | xargs -r docker rm

docker ps -agq -f status=exited”IDo

“n
o

docker rm —-f <container name or id>

docker rm -f $(docker ps -ga)
dead

docker rm $(docker ps --all —-q —-f status=dead)
exited

docker rm $(docker ps --all —-q -f status=exited)

1.3Unixas

$ docker system df

$ docker system prune

docker
docker exec —-it <container id> /bin/bash

o o o [ bin/bash/ bin/ sho

docker exec <container id> tar -czvf /tmp/backup.tgz /data
docker cp <container id>:/tmp/backup.tgz

tare docker cpo
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Usage: docker logs [OPTIONS] CONTAINER

Fetch the logs of a container

-f, ——follow=false Follow log output

——help=false Print usage

——since= Show logs since timestamp

-t, ——timestamps=false Show timestamps

——tail=all Number of lines to show from the end of the logs

$ docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS
ff9716dda6ch nginx "nginx —g 'daemon off" 8 days ago Up 22 hours 443/tcp,
0.0.0.0:8080->80/tcp

$ docker logs ff9716ddab6cbh
XX .XX.XX.XX — — [15/Jul/2016:14:03:44 +0000] "GET /index.html HTTP/1.1" 200 511

"https://google.com" "Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,

Gecko) Chrome/50.0.2661.75 Safari/537.36"
XX .XX.XX.XX — — [15/Jul/2016:14:03:44 +0000] "GET /index.html HTTP/1.1" 200 511

"https://google.com" "Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,

Gecko) Chrome/50.0.2661.75 Safari/537.36"

docker attach --sig-proxy=false <container>

bashbash.
Ctl-P Ctl-Q

bash

docker exec -it <container> bash

docker cp CONTAINER_NAME:PATH_IN_CONTAINER PATH_IN_HOST

docker cp PATH_IN_HOST CONTAINER_NAME:PATH_ IN_CONTAINER

jess/
https://hub.docker.com/r/jess/transmission/builds/bsn7eqxrkzrhxazcuytbmzp/
I

/ home / $ USER / abc
docker cp transmission_id_or_name:/transmission/download
/home/$USER/abc/transmission/download

docker cp

like

like
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docker

Docker-

docker rm -v <container id or name>

“un
o

docker volume rm $(docker volume ls —-gf dangling=true)

docker volume ls —-gf dangling=true filterdocker-

xXargs

docker volume ls —-f dangling=true -gq | xargs —--no-run-if-empty docker volume rm

Docker

Dockertarball: -« docker-compose.yml docker rundocker-compose.ymle

import o

docker export -o redis.tar redis

rediso tarball

docker import ./redis.tar redis—imported:3.0.7

redis—imported:3.0.7¢

Dockers docker exportdocker

docker import —-c="ENV DEBUG true" -m="enable debug mode" ./redis.tar redis-changed

-cDockerfilecMup ENTRYPOINT ENV EXPOSE ONBUILD USER VOLUME WORKDIR o

https://riptutorial.com/zh-CN/docker/topic/689/
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31

Examples
systemd

[Service]

# empty exec prevents error "docker.service has more than one ExecStart= setting, which is
only allowed for Type=oneshot services. Refusing."

ExecStart=

ExecStart=/usr/bin/dockerd -H fd:// --log-driver=syslog

dockersyslogo root/etc/systemd/system/docker.service.d Ubuntu 16.04.

Docker/s

1In -sf /dev/stdout /var/log/nginx/access.log
1In -sf /dev/stderr /var/log/nginx/error.log

https://riptutorial.com/zh-CN/docker/topic/7378/
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32:

» docker stats [OPTIONS] [CONTAINER ...]

» docker logs [OPTIONS] CONTAINER

» docker top [OPTIONS] CONTAINER [ps OPTIONS]

Examples

“un
docker execo o

docker exec —-it container_id bash
docker exec —-it container_id /bin/sh

shell.

docker exec container_id 1ls -la

-u flaguid=1013 gid=1023 o

docker exec —-it -u 1013:1023 container_id 1ls -la

uidgid-

docker run...; docker exec —-it $(docker ps -1lqg) bash

docker ps -1qlin -1g4id- bashshzsh

o top

docker stats

docker stats 7786807d8084 7786807d8085

Docker
CONTAINER CPU % MEM USAGE / LIMIT
7786807d8084 0.65% 1.33 GB / 3.95 GB
docker statsid
docker stats $(docker ps —--format '{{.Names}}"')

o pso

NET I/0
142.2 MB / 57.79 MB

BLOCK I/O
46.32 MB / 0 B
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docker top 778680748084

docker top 7786807d8084 faux

root

docker top 7786807d8084 -u root

shellpsminimalistic docker topo

[131)
o

attache

docker attach <container>

<container>IDo

docker attach c8a9cflalfa8

docker attach graceful_hopper

sudodockero

Attachshell-

o [Ctrl-ce

OCtrl-plCtrl-g

shellexec o ID

docker exec —-i -t c8a9cflalfa8 /bin/bash

docker exec —-i -t graceful_hopper /bin/bash
exec/bin/bash Shelle -i-tTTYo

attach octri-cexec'ds
o 7786807d8084tail —-f some-application.logo

docker logs —-—-follow —--tail 10 7786807d8084

pid 1.
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-—timestampse

® docker run ... ; docker logs $(docker ps -1g)docker run ...

e ID
docker ps -a
docker logs container-id

docker logs containername
Docker

Docker. “™”. rootps"”
sudo ps aux

Docker-

- straceltracegdb-

https://riptutorial.com/zh-CN/docker/topic/1333/

’

docker logs $(docker ps -1q9)
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33:

« docker run [OPTIONS] IMAGE [COMMAND] [ARG ..]

Examples

docker run hello-world
Docker Hubhello-worlde -
docker run docker/whalesay cowsay 'Hello, StackExchange!'

DOCkerdocker/whalesaydocker/whalesay cowsay 'Hello, StackExchange!'o Hello, StackExchange!o

docker run docker/whalesay ls /
docker run --entrypoint=/bin/bash docker/whalesay -c ls /

Docker- - - o Docker --rm--rm

docker run —--rm ubuntu cat /etc/hosts

“ubuntu”/ etc / hosts. -
—-rm-d --detach <1.13.0-
--rmDocker. docker rm -v my-container o o

docker run —-it --rm -v /etc -v logs:/var/log centos /bin/produce_some_logs /etc/var/loge ==

volumes-from - -

small_roentgen docker rundocker runsmall_roentgenmodest_dubinsky o o ——-name
docker run --name my-ubuntu ubuntu:14.04
;Dockers

Docker- Docker-

docker run -p "8080:8080" myApp
docker run -p "192.168.1.12:80:80" nginx
docker run -P myApp
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EXPOSE DOCkerf”effexposedocker run -p-Po —po -rDocker-

docker run --restart=always -d <container>

DockerDocker. Docker--restarte DOCKer--restart=alwayse docker stop <container> o

—--restart=[policy] —-restarto o

[] non-zero exit status o DOCKer-

o always Dockero o

docker run -d busybox top
—de -—d=true °
-rm-do

Docker- UnionFS-

docker run -d -v "/data" awesome/app bootstrap.sh
/data o
® ——rmo

docker run -d -v "/home/foo/data:/data" awesome/app bootstrap.sh

/home/foo/data/data o “"LINUX mount --bind o o

UNIX

docker run -d -v $(pwd)/data:/data awesome/app bootstrap.sh

dockers
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docker run -d -v "my-volume:/data" awesome/app bootstrap.sh

$ docker run —-e "ENV_VAR=foo" ubuntu /bin/bash

—e——enveo

$ docker run —-—-env-file ./env.list ubuntu /bin/bash

# This is a comment
TEST_HOST=10.10.0.127

——env-fileVARIABLE=VALUE--envo #o

77envffile—fe/77envo —e—-—env--env-—env-vareo

docker run. --hostname

docker run —--hostname redbox -d ubuntu:14.04

-it

$ docker run -it ubuntu:14.04 bash
root@8ef2356d919a:/# echo hi

hi

root@8ef2356d919%a:/#

-iSTDIN-tTTY-

docker run —-it -m 300M --memory-swap -1 ubuntu:14.04 /bin/bash

> 300M700M-

docker run —-it -m 300M —--memory-swap 1G ubuntu:14.04 /bin/bash

shell

execbash shell-

jovial_morseTTY bash shell

docker exec —-it jovial_morse bash
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—u——-usero o

-u, —--user UsernameUID <name Juid>[:<group|gid>]

dockeruserjovial_morse

docker exec —-it -u dockeruser jovial_morse bash

root

root-u roots ROOt-

docker exec —-it -u root jovial morse bash

rune

docker run -it dockerimage bash

Dockerfiles

docker build .docker build

$ docker build

Uploading context 10240 bytes

Step 1 : FROM busybox

Pulling repository busybox

———> e9aa60c60128MB/2.284 MB (100%) endpoint: https://cdn-registry-1.docker.io/vl/
Step 2 : RUN 1ls -1h /

———> Running in 9c¢9%e81692ae9

total 24

drwxr-xr—-x 2 root root 4.0K Mar 12 2013 bin
drwxr—-xr—x 5 root root 4.0K Oct 19 00:19 dev
drwxr—-xr—x 2 root root 4.0K Oct 19 00:19 etc
drwxr—-xr—x 2 root root 4.0K Nov 15 23:34 1ib
lrwXrwxXrwx 1 root root 3 Mar 12 2013 1lib64 -> 1lib
dr-xr-xr-x 116 root root 0 Nov 15 23:34 proc
lrwXrwxXrwx 1 root root 3 Mar 12 2013 sbin -> bin
dr-xr—-xr-x 13 root root 0 Nov 15 23:34 sys
drwxr—-xr—x 2 root root 4.0K Mar 12 2013 tmp
drwxr—-xr—x 2 root root 4.0K Nov 15 23:34 usr

———> b35f4035db3f
Step 3 : CMD echo Hello world
———> Running in 02071fceb2lb
-——> £52f38b7823e

———> Running in 02071fceb2lb---> Running in 02071fceb2lb

docker run -it 02071fceb2lb bash
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stdin

—idocker rundocker execo

mariadbdump .sql

docker exec —-i mariadb bash -c 'mariadb "-p$MARIADB_PASSWORD" ' < dump.sqgl

docker exec -i container command < file.stdin

docker exec -1 container command <<EOF
inline-document-from-host-shell-HEREDOC-syntax

EOF
pty docker run -it ... Control P - Control Qe
docker run —--name="test-app" --entrypoint="/bin/bash" example-app

test-appexample—-appENTRYPOINTo CMD

docker run —-—-name="test-app" --entrypoint="/bin/bash" example-app /app/test.sh

ENTRYPOINTCMDe /bin/bash /app/test.sh o

docker run --add-host="app-backend:10.15.1.24" awesome-app

/etc/hosts——add-host <name>:<address> o app-backendl0.15.1.24 o o

docker run -t -d debian bash

docker stop mynginx

ID-

SIGTERMSIGKILL-

kill-sSIGKILL-

docker kill mynginx

docker kill -s SIGINT mynginx

o docker ps -ao
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execDOCKEr. docker pslDe

docker exec 294fbc4d4c24b3 echo "Hello World"

-itshello

docker exec —-it 294fbc4c24b3 bash

LinuxGUI

Docker GUI-

X11. DISPLAY

docker run -v /tmp/.Xll-unix:/tmp/.X1l-unix -e DISPLAY=unix$DISPLAY <image-name>

X

cannot connect to X server unix:0

xhost +local:root

xhost —-local:root

DockerfileX

FROM <iamge-name>
MAINTAINER <you>

# Arguments picked from the command line!
ARG user
ARG uid
ARG gid

#Add new user with our credentials
ENV USERNAME ${user}
RUN useradd -m SUSERNAME && \

echo "SUSERNAME:$SUSERNAME" | chpasswd && \
usermod --shell /bin/bash S$USERNAME && \
usermod -—--uid ${uid} SUSERNAME && \

groupmod --gid ${gid} $USERNAME
USER S${user}

WORKDIR /home/${user}

docker build DockerfileARG

docker build --build-arg user=$USER —--build-arg uid=$(id -u) --build-arg gid=$(id -g) -t <new-
image-with-Xll-enabled-name> -f <Dockerfile-for-X11>
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xauth

xauth nlist $DISPLAY | sed -e 's/~..../ffff/' | xauth -f /tmp/.docker.xauth nmerge -

docker run -e DISPLAY=unix$DISPLAY -v /tmp/.X1ll-unix:/tmp/.X1ll-unix -v
/tmp/.docker.xauth:/tmp/.docker.xauth:rw —e XAUTHORITY=/tmp/.docker.xauth

https://riptutorial.com/zh-CN/docker/topic/679/
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34:

Examples

visualizer- 80809090.-

docker service create \
——-name=visualizer \
——label com.my.custom.label=visualizer \
——publish=9090:8080 \

—-—-mount type=bind, source=/var/run/docker.sock,target=/var/run/docker.sock \
manomarks/visualizer:latest

hello world web80-

docker service create \
——publish 80:80 \
tutum/hello-world

“visualizer”

docker service rm visualizer

docker service scale visualizer=4

Docker Swarms

docker service scale visualizer=0

https://riptutorial.com/zh-CN/docker/topic/8802/
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ﬁNode.js

Examples

ContainerBasic Node.js

DockerNode.js- DockerNode.jsDockeriatestnodes docker pull nodeo

1.- package. jsone package. json

"name": "docker_web_app",

"version": "1.0.0",

"description": "Node.js on Docker",

"author": "First Last <first.last@example.com>",
"main": "server.js",

"scripts": {

"start": "node server.js"
}y
"dependencies": {
"express": "74.13.3"

2.PdOdeJSVV8bservero Express.js4.13.3c server.ijs

var express = require('express');

var PORT = 8080;

var app = express();

app.get ('/', function (req, res) {
res.send('Hello world\n');

)i

app.listen (PORT) ;
console.log ('Running on http://localhost:' + PORT);

3. Dockerpockerfile © Dockerfileo
Dockerfileo WINdOwsS. LinUXtouch pockerfile o Dockerfile

FROM node:latest

RUN mkdir -p /usr/src/my_first_app
WORKDIR /usr/src/my_first_app

COPY package.json /usr/src/my_first_app/
RUN npm install

COPY . /usr/src/my_first_app

EXPOSE 8080

* FROM node:latestDocker. Docker HubiatestDockernoge

dOCkerpullsnodeo
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RUN mkdir -p /usr/src/my_first_app
WORKDIR /usr/src/my_first_app

® package. jsondPP/usr/src/my_first_appe

COPY package.json /usr/src/my_first_app/
RUN npm install

® COPY . /usr/src/my_first_appe
® EXPOSE80808080 o

® npm startnode server.js o CMDeo

CMD [ "npm", "start" ]

4. .dockerignoreDockerfile node_moduleshk)dejso .dockerignore

node_modules
npm—debug. log

pockerfileDocker. -tdocker images

$ docker build -t <your username>/node-web-app

Docker-

$ docker images

REPOSITORY TAG ID CREATED
node latest 539c0211cd76 10 minutes ago
<your username>/node-web-app latest d64d3505b0d2 1 minute ago
6.
nodeDockerfileDockerfile o <your username>/node-web-appe -ddocker rune -peo

$ docker run -p 49160:8080 -d <your username>/node-web-app

7. docker pseo o

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES

7b701693b294 <your username>/node-web-app "npm start" 20 minutes ago
Up 48 seconds 0.0.0.0:49160->8080/tcp loving_goldstine
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docker logs <CONTAINER ID>o docker logs 7b701693b294 o
Running on http://localhost:8080

8. docker ps0.0.0.0:49160->8080/tcp o DOCKersoso49160- 1ocalhost:49160 o

curl

$ curl -i localhost:49160

HTTP/1.1 200 OK

X-Powered-By: Express

Content-Type: text/html; charset=utf-8
Content-Length: 12

Date: Sun, 08 Jan 2017 14:00:12 GMT

Connection: keep-alive

Hello world

Node.js https://riptutorial.com/zh-CN/docker/topic/8754/node-js
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36:
]

tty:true docker-compose.yml tty: truesho

hostbridgedocker. - docker.

e Swarm docker network create —-driver overlay
» docker / swarm

Examples

Docker
docker-

docker network create sample
docker run --net sample —--name keys consul agent -server -client=0.0.0.0 -bootstrap

Dockerfilessoo 8600

docker run --net sample -ti alpine sh
/ # wget —-gO- keys:8500/vl1/catalog/nodes

COﬂSU'keys keyso Dockerdns --nameo

V2o o

example/docker—-compose.yml

version: '2'
services:
keys:
image: consul
command: agent -server -client=0.0.0.0 -bootstrap
test:
image: alpine
tty: true
command: sh

docker-compose up -dexample_default o docker network 1s

> docker network 1ls

NETWORK ID NAME DRIVER SCOPE
719%9eafa8690b example_default bridge local
alpine
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> docker exec -ti example_test_1 sh
/ # nslookup keys

/ # wget —-qO- keys:8500/vl1/kv/?recurse

networks:docker networke
——linklink: Se€Ctions --1ink -COMpPOSE-

docker network create sample

docker run -d —--net sample —--name redis redis
redis.

> docker run —--net sample --link redis:cache -ti python:alpine sh -c "pip install redis &&
python"

>>> import redis

>>> r = redis.StrictRedis (host='cache')
>>> r.set ('key', 'value')

True

docker 1.10.0 - dockers 1cgacyo

https://riptutorial.com/zh-CN/docker/topic/6528/
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37

dockers --net--net docker network connect--net docker network connect o

Examples

LAN

docker network create -o "com.docker.network.bridge.enable_ip_masquerade"="false" lan-

restricted
(]
o]

[}

. o dockeri1o0.0.1.10:22

docker network create -o "com.docker.network.bridge.enable_icc"="false" icc-restricted

° O icc-restrictede

. o docker

docker

iptables —-I INPUT -i docker0O -m addrtype --dst-type LOCAL -7j DROP

docker

o

© dockerOdocker0

C

docker

docker network create —-subnet=192.168.0.0/24 --gateway=192.168.0.1 —-—-ip-range=192.168.0.0/25

local-host-restricted
iptables -I INPUT -s 192.168.0.0/24 -m addrtype —--dst-type LOCAL -j DROP

local-host-restricted

e o docker

o docker

br-15bbe9bb5bf5 o

https://riptutorial.com/zh-CN/docker/topic/6331/
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