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Okono

You can share this PDF with anyone you feel could benefit from it, downloaded the latest version
from: encryption

It is an unofficial and free encryption ebook created for educational purposes. All the content is
extracted from Stack Overflow Documentation, which is written by many hardworking individuals at
Stack Overflow. It is neither affiliated with Stack Overflow nor official encryption.

The content is released under Creative Commons BY-SA, and the list of contributors to each
chapter are provided in the credits section at the end of this book. Images may be copyright of
their respective owners unless otherwise specified. All trademarks and registered trademarks are
the property of their respective company owners.

Use the content presented in this book at your own risk; it is not guaranteed to be correct nor
accurate, please send your feedback and corrections to info@zzzprojects.com
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rnasa 1: Hauano pa6oTbl ¢ LuMdpoBaHMEM

3aMmedyaHusa

B aToM paspaene npeacTasneH 0630p TOro, 4TO Takoe WndpoBaHne, U noYemy paspaboTynk
MOXET 3axX0TeTb ero Ucrnonb30BaThb.

CnepyeT TakXxe yrnoMsiHyTb O NtoBbIX KPYMHbIX NPeAMeTax B paMKax W1POBaHNS 1 CCbIIKK Ha
CBSi3aHHble TeMbI. [10CKONbKY AOKYMEHTaUUS ONs WMGPOBaHMS SIBNSIETCS HOBO, BaM MOXET
noTpeboBaTbCs CO3AaTh HA4YaNbHbIE BEPCUMN 3TUX CBSA3AHHBIX TEM.

Examples

Uro Takoe wundppoBaHue?

B kpuntorpacoun wndpoBaHme - 3To NPOLIECC KOANPOBAHNS COOBWEHMIA UK
MHGOOpMaLMM Takm 06pasoMm, HTO K HM MOryT obpaliaTbCs TONbKO
YNONHOMOYEHHbIE CTOPOHDI.

McToyHuk: wndpporaHmne - Bukunenns

MpounTaiite Hayano paboTbl ¢ WMEPOBAHNEM OHNANH:
https://riptutorial.com/ru/encryption/topic/4306/Ha4ano-paboTbl-C-WMdPOBaAHNEM
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rnaBea 2: TekctoBoe wndppoBaHue

BctynneHue

CoBpeMeHHas kpuntorpadpusi pabotaet ¢ bainTamn, a He C TEKCTOM, NO3TOMY BbIBOA,
KpUnTorpadoun4eckmx anropuTtMoB - 370 6aiTbl. IHOroa 3awngpoBaHHble JaHHble OOXHbI
nepenaBaTbCs Yepes3 TEKCTOBbI HOCUTESb, N HEOOXOAUMO MCNOb30BaTh ABONYHO-6€30MaCHYI0
KOOMPOBKY.

napameTpbl

TekcToBOE KoaMpoBaHue. NpeobpasoBaHune N3 Tekcta B 6aiTbl. UTF-8 - 0bwuii
BbIOOP.

TE

[BounyHoe koamposaHue. NpeobpaszoBaHue, KOTOpoe crnocobHo obpabaTbiBaThb
nobble NPOM3BO/bHBIE AaHHbIE U CO34aBaTh AOMYCTUMYIO CTPOKY. Base64

BE aBnsieTcs Hanbonee 4acTo MCMofb3yeMblM KOAMPOBaHNEM, a Basel6 /
hexadecimal - xopowwuM 3aHsBWMM BTOpPOe MecTo. B Buknnennm ectb crnvcok
KaHOMOaTCKNX KOAVPOBOK (NpuaepXmBanTtecb OykB «pon3BONbHbIE»).

3aMmedyaHus

OO6wwnii anropuTMm:

Encrypt .

 [Mpeobpa3oBaTb TnputText B InputBytes YEPES KOAMPOBKY TE (TEKCTOBOE KOLMPOBAHUE).
» lndppoBaTh 1nputBytes OO OutputBytes
 [lpeobpasoBaHme outputBytes B outputText YEPe3 e ( ABONYHOE KOOVPOBAHME ),

Decrypt (Ha3a,ﬂ, BE n TE 13 Encrypt ):

e [lpeobpasoBaHMe InputText B InputBytes MOMOLLbIO KOANPOBAHMS BE .
o PaCLIJI/I('*)pOBbIBaTb InputBytes B OutputBytes
° np906pa3OBaHV|e OutputBytes B OutputText HEPE3 TE .

Hanbonee pacnpocTpaHeHHow ownbkoi sBnseTcs BbIbop «TEKCTOBO KOANPOBKM» BMECTO
«IBONYHOW KOANPOBKW>» ANS BE , HTO SIBNSIETCS NPoBnemMoii, ecnm Kako-nmbo 3awmngpoBaHHbIi
6anT (unn nioboi banT IV) HaxooMTcs 3a Npeaenammn ananasoHa 0x20 - ox7e (AN UTF-8 nnu
ASCII). Nockonbky «6e3onacHbI AManas3oH» COCTaBNSAET MEHEE NONOBUHbI 6aTOBOro
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NPOCTPAaHCTBA, WaHCbl Ha yCnewHoe KognpoBaHne TeKCta ncyelarluie mabl.

» Ecnu ctpoka nocne wugpoBaHns COLEPXUT 0x00 TO Nporpammel Ha C / C ++, ckopee
BCEro, HEBEepPHO MHTEPNPETUPYIOT 3TO KaK KOHeL, CTPOKW.

» Ecnu KoHCONbHas NporpamMmma yBuIONUT 0x08 OHA MOXET CTepeTb NpeablayLwnin CUMBON (K
ynpaBnsaowWwmin ko), B pe3yNbTate InputText 3HAYEHUE InputText B Decrypt UMETb
HenpasuW/ibHOE 3Ha4YeHne (M HeNnpPaBUNbHYIO OJNHY).

Examples

C#

internal sealed class TextToTextCryptography : IDisposable

{
// This type is not thread-safe because it repeatedly mutates the IV property.
private SymmetricAlgorithm _cipher;

// The input to Encrypt and the output from Decrypt need to use the same Encoding
// so text —-> bytes —-> text produces the same text.
private Encoding _textEncoding;

// The output text ("the wire format") needs to be the same encoding for To-The-Wire
// and From-The-Wire.
private Encoding _binaryEncoding;

/// <summary>
/// Construct a Text-to-Text encryption/decryption object.
/// </summary>
/// <param name="key">
/// The cipher key to use
/// </param>
/// <param name="textEncoding">
/// The text encoding to use, or <c>null</c> for UTF-8.
/// </param>
/// <param name="binaryEncoding">
/// The binary/wire encoding to use, or <c>null</c> for Base64.
/// </param>
internal TextToTextCryptography (
bytel] key,
Encoding textEncoding,
Encoding binaryEncoding)

// The rest of this class can operate on any SymmetricAlgorithm, but
// at some point you either need to pick one, or accept an input choice.
SymmetricAlgorithm cipher = Aes.Create();

// If the key isn't valid for the algorithm this will throw.

// Since cipher is an Aes instance the key must be 128, 192, or 256 bits
// (16, 24, or 32 bytes).

cipher.Key = key;

// These are the defaults, expressed here for clarity
cipher.Padding = PaddingMode.PKCS7;

cipher.Mode = CipherMode.CBC;

_cipher = cipher;
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_textEncoding = textEncoding ?? Encoding.UTFS8;

// Allow null to mean Base64 since there's not an Encoding class for Base64.
_binaryEncoding = binaryEncoding;

internal string Encrypt (string text)
{
// Because we are encrypting with CBC we need an Initialization Vector (IV).
// Just let the platform make one up.
_cipher.GeneratelIV();
byte[] output;

using (ICryptoTransform encryptor = _cipher.CreateEncryptor())

{
if (!encryptor.CanTransformMultipleBlocks)
throw new InvalidOperationException ("Rewrite this code with CryptoStream");

byte[] input = _textEncoding.GetBytes (text);
byte[] encryptedOutput = encryptor.TransformFinalBlock (input, 0, input.Length);

byte[] iv = _cipher.IV;

// Build output as iv.Concat (encryptedOutput) .ToArray () ;

output = new byte[iv.Length + encryptedOutput.Length];

Buffer.BlockCopy (iv, 0, output, 0, iv.Length);

Buffer.BlockCopy (encryptedOutput, 0, output, iv.Length, encryptedOutput.Length);

return BytesToWire (output) ;

internal string Decrypt (string text)

{
byte[] inputBytes = WireToBytes (text);

// Rehydrate the IV
byte[] iv = new byte[_cipher.BlockSize / 8];
Buffer.BlockCopy (inputBytes, 0, iv, 0, iv.Length);

_cipher.IV = iv;
byte[] output;

using (ICryptoTransform decryptor = _cipher.CreateDecryptor())
{
if (!decryptor.CanTransformMultipleBlocks)
throw new InvalidOperationException ("Rewrite this code with CryptoStream");

// Decrypt everything after the IV.
output = decryptor.TransformFinalBlock (
inputBytes,
iv.Length,
inputBytes.Length - iv.Length);

return _textEncoding.GetString (output) ;

private string BytesToWire (byte[] bytes)
{
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if (_binaryEncoding != null)
{
return _binaryEncoding.GetString (bytes);

// Let null _binaryEncoding be Base64.
return Convert.ToBase64String (bytes);

private byte[] WireToBytes (string wireText)
{

if (_binaryEncoding != null)

{

return _binaryEncoding.GetBytes (wireText) ;

// Let null _binaryEncoding be Base64.
return Convert.FromBase64String (wireText) ;

public void Dispose ()
{
_cipher.Dispose();
_cipher = null;

MpounTtanTte TekcToBOE WKdpoBaHME OHNaMH: https://riptutorial.com/ru/encryption/topic/10179/
TEeKCTOBOE-WMdpoBaHme
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rnaea 3: Llesapckuu wundop

BctynneHue

Llesapckuii wndpp SIBNSeTCs 0AHMM U3 CaMbiX MPOCTbIX W WMPOKO U3BECTHBIX METOA0B
wndppoBaHus. imeHa npomcxonsat ot KOnuyca Llesapsi, koTopslii, no cnosam CBETOHMS,
1CNONb30Ban €ro Co CABMIOM BTPOE ANS 3alMThl NOCNAHWUIA BOEHHOIO 3HAYEeHNS

Examples

LwudppoBaHune

3axBaTt NpoMcxoauT, 3aMeHsis kKaxayto 6ykBy anbgpabetom apyroi 6ykeoi. Knasmwm mMoryT
6bITb NOKa3aHbl C MOMOLbIO 3TOr0 Kpyra. 34ecb NCMoNb3yeTcs CABUM B 8 CMBOJIOB.

3necb A 3ameHsieTcsa Ha T, B Ha U, C Ha V n 1. [1. Takum obpa3om, cnepytowas ctpoka bynet
3awndgoposaHa:

[ —

NMPUBET, MUP AXEEH PHKEW

dewmdopupoBaHue

OnwncaHns NponcxoanT No TOMy Xe camoMy, 4TO 1 B NpuMepe windposaHus. MNprumep:

e

AXEEH PHKEW NPUBET, MUP
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B3anom

Lle3apHble wndopbl nerko B3nomartb. Ecnu Bbl 3HaeTe, 4TO 3awmndpoBaHHbI A paseH H, a P
paBeH |, BCE C OOHMM 1 TEM XE KIIOYOM WNGPOBaHMS MOryT ObiTb 3alMPOBaHbI.

MpounTtante Llesapckmin wndop oHnamH: https://riptutorial.com/ru/encryption/topic/8823/
Les3apcKnin-undop
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KpenuTbl

CnaBbl Contributors

Hayano paboTbl ¢

1 Community, H. Pauwelyn
WwrgopoBaHnem
TekcToBoe .

2 bartonjs
WwngopoBaHme

3  Uesapckuii wndp H. Pauwelyn
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