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Okono

You can share this PDF with anyone you feel could benefit from it, downloaded the latest version
from: firebase-authentication

It is an unofficial and free firebase-authentication ebook created for educational purposes. All the
content is extracted from Stack Overflow Documentation, which is written by many hardworking
individuals at Stack Overflow. It is neither affiliated with Stack Overflow nor official firebase-
authentication.

The content is released under Creative Commons BY-SA, and the list of contributors to each
chapter are provided in the credits section at the end of this book. Images may be copyright of
their respective owners unless otherwise specified. All trademarks and registered trademarks are
the property of their respective company owners.

Use the content presented in this book at your own risk; it is not guaranteed to be correct nor
accurate, please send your feedback and corrections to info@zzzprojects.com
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rnasa 1: Hayano pa6otbl ¢ ayteHTUbuKaumen
firebase

3aMmedyaHus

B sTom pasnene npuseneH 0630p Toro, kakas npoBepka noannHHocTu firebase n noyemy
pa3paboTyMK MOXET 3aX0TeTb €€ NCMONb30BaTh.

CnepyeT TakXxe ynoMsiHyTb O NtoObIX KPYMHbIX 06 bEKTax B pamkax NpoBEPKM NOAMHHOCTM
firebase n ccbinky Ha cBA3aHHble TeMbl. [10CKONbKY OOKYMEHTauns ans NpoBepku NoANNHHOCTH
firebase sBnseTca HoBOW, Bam MOXeT noTpeboBaTbCs co34aTh HaYabHbIE BEPCUM TUX
CBSA3aHHbIX TEM.

Examples

YcrtaHOBKa uav HacTpomnka

KOHCHNEeKT

MNMonHodpyHKUMoHanbHas gemo Firebase v3 Web ayteHTndpomkaumm sugmmyio 3neck . Bongute B
Facebook, Github, Google, Twitter, naponb 1 aHOHWMHbIe akkayHTbl. Kog, noctynHsin B Github ,
NIErKO YNTaEeTCs U cobnoaaeTcs 1 Xopowo AoKyMeHTMpoBaH. OCHOBHOE BHUMAHWE yAENSEeTCS
NMONIHOCTbIO (PYHKLMOHANBHOW CMCTEME ayTeHTUmKauuu.

MNMonb3oBaTensiM Ha OCHOBE Maponel OTNPaBNSETCS CCbiika Ans NpoBepkn. OHM Takxe MoryT
N3MEHATb CBOM aapec 3NeKTPOHHOWN NOYThl U Naposb - 06a 3TMx cobbITMA OTNPABASIOT
9NEKTPOHHOE NMUCbMO C NOATBEPXAEHMEM B KA4ECTBE AOMONHUTENBHON MepPbl 6e30nacHOCTM.

HakoHel, NpoeMOHCTpMpOBaHa pasHuLa MeXay ayTeHTudmkaumneii, asTopusaunein Ha CTOpoHe
KNMeHTa 1 aBTopm3aunein Ha CTOpoHe cepeepa, 0becrneyeHHo ¢ NOMOLLbIO NpaBu
6e3onacHocTu 6a3bl gaHHbIX Firebase Realtime.

1. NMpennocbinKn

1. Beb-npoekT Firebase. CBO60O4HO!

2. IDE. Yto Takoe IDE? Nonpobyite Cloud9 . CBOBOAHO!
3. AkkayHT Github, Google, Facebook n Twitter. CBO60O/JHO!
4. 1Be y4eTHble 3anncu anekTpoHHom noyTtel. CBOBOAHO!

2. Hactpowka cpenpbl IDE
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2. Cospante npoekT HTML5.
. YctanosuTte Firebase TooOIS. npm install -g firebase-tools
4. Ncnonb3ysa kOMaHOHYO CTPoky Firebase Tools, BoinanTe B cBor npoekT Firebase.

firebase login --no-localhost
5. Wcnonbays komaHgHyto cTpoky Firebase Tools, HacTponTe npoekT Firebase B
TeKylweM KaTtalore. firebase init

6. KnoHupoBaHwue atoro Habopa cpaiinos 1 nanok B Bawy cpedy IDE. git cione
https://github.com/rhroyston/firebase-auth.git

7. cnonbays komaHgHyto cTpoky Firebase Tools, HaxmuTte npoekT IDE B npoekT
Firebase. firepase deploy

8. MpocmoTpunTe NpoekT Firebase B cBoem Bpaysepe. Kakme-nnbo cnomaHHble
n3o06paxeHunst nny ownbkn? Jlerkoe ncnpasneHne HUxe.
9. Bo3MoXHO, BaM noTpebyeTcsi 0BHOBUTb href , src U background: url BO Bcex JS, CSS
n Bcex HTML-cpalinax B 3aBUCMMOCTMN OT CTPYKTYpPbl Bawei BE6-XOCTUHTa.
1. icnonb3ayiiTe oyHKUMIO Noncka, 4Tobbl UCKaTb KakK href U src M OOHOBASITL MO
Mepe HeobxoOMMOCTH.
2. bpaysepHas KOHCOb 0TOBPa3MT BCe OCTaBLIMECS OWNOKM HENPABUNbHBIX
nyTen.
3. NpuMeyaHue. Script.js cTpoka 781 privateLink.href = "../firebase-auth/private"
.. kaxertcs, TpebyeTtcs.
4. MNocne TOro, Kak Bce CTpaHuLbl NpaBunbHO oTobpaxarTcs nd Firebase Hosting
(6e3 pas3buTbix N3006paxXeHNA MK OWNBOK KOHCOMNW), MPpoaoXanTe.

w

3. Hactpowmka Firebase

1. Bknountb BCe 6 (hopM ayTeHTUpukaumm. Cnenynte UHCTPYKLUMUSM NO HACTPOVKe
napameTpoB canTa B CoumnanbHbIX CEeTAX.

2. Hactpoiite URL-agpec 06paboTymka coobLweHnin 3NeKTPOHHOM NOYThl, 4TOObI
ykasaTtb URL-agpec Bawero Beb-npunoxeHus Firebase + '/ ack', Hanpumep
https://my-app-1234/ack .

4. Bxopn, B BEO-NpunoxeHue

1. Bonante B cMCTEMY C MOMOLWbIO NOCTaBswWwwmka oAuth.
2. B komaHaHow cTpoke bpaysepa Ncnonb3ynTe OTKPbITbIN
demo.update ('mynode', 'myKey', 'myvalue') YTOObl [OOABMTb HE30MacHy0 pas3MeTKy B
Bawy 6a3y OaHHbIX peanbHOro BPEMEHN.
1. CoobuieHne 06 ycnexe nosiBUTCS B KOHCONM Balero bpaysepa.
2. BoaMoxHo, BaM noTpebyeTcst 0OHOBUTb MyTb hrer YTOObI OH COOTBETCTBOBAJ
BalWen CTPYKType nanox.

demo.update ("markup", "secureData", "<div class=\"mdl-card__title\"> <hl class=\"mdl-
card__title-text mdl-color-text——-white\">Secured Data</hl> </div><div class=\"mdl-
card__supporting-text mdl-typography--headline\"> <p>This is a secure card. The HTML
markup that renders this card is secured in the Realtime Database. Access i1s determined

server side so no matter what you do with JavaScript on your browser you will not be able
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to view this card unless you are authorized to.</p><p>Secured data can be markup, JSON,
strings, numbers, etc. Your imagination is the limit!</p></div><div class=\"mdl-
card__actions mdl-card-—-border intro-card-actions\"> <a class=\"mdl-button mdl-button—-
colored mdl-js-button mdl-js-ripple-effect\" href=\"../firebase-auth/\">Home</a></div>");

Firebase v3 lNpoxoxoeHue ayTreHTUpUKaLmn
U aBTOpU3aLunmn

1. Boutu ¢ ucnoib3oBaHMEM KaXooro nocraswuka oAuth

1. ObpatnTe BHMMaHMe, 4T0 0OHOBNEHME HACTPOEK aapeca aNeKTPOHHOM NOYTbl UK
naposis OTCYTCTBYET Ha CTPaHuLIe Balero akkayHTa.

2. ObpaTtuTe BHMMaHME Ha OOMONHUTENbHbIE CChINKK B ALMKe BOKOBOrO MEHIO?

3. MonpobyiTe yaoanuTb CBOK y4eTHYIO 3anncb. YTo npocxoanT?

2. 3aperucTpupymtecb Kak nosb3oBaTeslb Ha OCHOBe NMapons

1. Bbl nOAy4nnv an1eKTPoHHOE NUCbMO C NOATBEPXAEHNEM?

2. MoxeTe nu Bbl NPOCMOTPETL fIMYHbIE AAHHbIE, MOKa HE HAXMETE CChIfKY
noaoTBepXaeHna?

3. Bbl MOXeTe n3amMeHnTb CBOW Naponb?

. MoxeTe nv Bbl NU3MEHNTb CBOW afapec 3NeKTPOHHOW MoYTbI?

5. MoxeTte nv Bbl OTMEHNTb M3MEHEHWE 3/1IeKTPOHHOM MOYThI, WEeNKHYB CCbIKY Ha
yBenoMneHme 06 N3MeHEeHNN 3NEKTPOHHOW NOYTbl 9NEKTPOHHOW NOYTHI?

N

3. Bbintn

1. Kakune ccbinku npucyTCTBYIOT B SlWMKe HOKOBOro MEHIO?
2. MoxeTe nu Bbl NONYYNTb AOCTYM K IMYHBIM OAHHbLIM?
3. Bbl MOXeTe npocmatpmBaThb NNYHbIE AAHHbIE?

Kak co3paTtb nonb3oBarens Ha OCHOBe napons

Bbl MOXeTe ncnonb3osaTtb Firebase Authentication, 4Tobbl NO3BONUTL BalIMM NONb30BATENSM
NPOXoAnNTb ayTEHTUMKaLMIO C NoMoLbto Firebase, ncnonb3ys nx agpeca aNeKTPOHHOM NOYThI U
naponn, a TakXxe ynpaenaTb y4eTHbIMM 3annCAMU Baero npunoXeHns Ha OCHOBE Napons.

B aTom npumepe Mbl UCNONb3yeM 3TK Wwarwn, 4Tobbl HACTPOUTL ero Ans Hawero Android-npoekTa,
OCHOBaHHOro Ha Javascript.

Ho npexzpage 4eMm 31o caenatb, 3TO TO, HTO HY>XHO CcOelaTb paHblle:

1. NobaBbTe Firebase B cBon NpoekT JavaScript.
2. Ecnu Bbl ewwe He nogkoynnm ceoe NpunoXeHue K npoekTy Firebase, coenante 310 €
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KoHconu Firebase.
3. Bknioyenme Bxona B Email / Password: B koHconu Firebase otkponTe pasgen Auth. Ha

Bknagke «MeTton Bxoga» BKNIOYUTE MeTOL BXxoda B cuctemy «3n. Noyta / naponb» n
HaxMuTe «CoxpaHnTb».

[ns co3gaHns nonb3oBaTens Ha OCHOBE Napons ¢ nomoulbio displayName TpebyeTcsa 2 meTtona
auth, a umeHHo .createUserWithEmailAndPassword v .updateProfile. 4 Bnoxun nocnegHee n
cosgan ogHy oyHKUMIO, KoTopas 3anyckaeT oba aTux Mmetona ans ynobcrea MCnoib3oBaHMs.

function registerPasswordUser (email, displayName, password, photoURL) {

var user = null;

//NULLIFY EMPTY ARGUMENTS

for (var 1 = 0; 1 < arguments.length; i++) {
arguments[i] = arguments[i] ? arguments[i] : null;

}
auth.createUserWithEmailAndPassword (email, password)
.then (function () {
user = auth.currentUser;
user.sendEmailVerification();
})
.then (function () {
user.updateProfile ({
displayName: displayName,
photoURL: photoURL
1)
})
.catch (function (error) {
console.log(error.message, 7000) ;
1)

console.log('Validation link was sent to ' + email + '.'");

MpounTante Havano pabotbl ¢ ayTeHTudmkaumei firebase onnaiH:

https://riptutorial.com/ru/firebase-authentication/topic/4744/Ha4ano-paboTbl-c-ay TEHTUOUKaALMNER-
firebase
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rnaea 2: AyteHTndpukaumsa Google Plus ¢
Android

Examples

AyteHTndpukaumsa sxona B cuctemy Google Plus

AyTeHTVICpI/IKaLI,I/IFI nonb3oBaTtens ¢ noMmouwbto Bxoaa Plus

OnCreate

GoogleSignInOptions gso = new

GoogleSignInOptions.Builder (GoogleSignInOptions.DEFAULT_SIGN_IN)
.requestIdToken (getString(R.string.default_web_client_id))
.requestScopes (new Scope (Scopes.PLUS_LOGIN) )

.requestEmail ()

Jbuild() ;

mGoogleApiClient = new GoogleApiClient.Builder (this)

.enableAutoManage (this /* FragmentActivity */, this /* OnConnectionFailedListener */)
.addConnectionCallbacks (this)

.addOnConnectionFailedListener (this)

.addApi (Auth.GOOGLE_SIGN_IN_APTI, gso)

.addApi (Plus.API)

Jbuild() ;

OnStart ()

protected void onStart () {
super.onStart () ;
mGoogleApiClient.connect () ;
mAuth.addAuthStatelListener (mAuthListener) ;

protected void onStop () {
super.onStop () ;
if (mAuthListener != null) {
mAuth.removeAuthStatelListener (mAuthListener) ;
}
if (mGoogleApiClient.isConnected()) {
mGoogleApiClient.disconnect () ;

@Override
public void onConnected (Bundle bundle) {
mSignInClicked = false;
getProfileInformation();
//getGoogleOAuthTokenAndLogin () ;
Toast .makeText (this, "User is connected! (in onConnected
MActivty) ", Toast.LENGTH_LONG) .show () ;
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// Get user's information
// Update the UI after signin
// updateUI (true);

@Override
public void onConnectionSuspended(int 1) {
mGoogleApiClient .connect () ;

//updateUI (false) ;

@Override
public void onConnectionFailed(ConnectionResult connectionResult) {

if (!connectionResult.hasResolution()) {
GooglePlayServicesUtil.getErrorDialog (connectionResult.getErrorCode (), this,
0) .show () ;
} else if (connectionResult.hasResolution()) {
mConnectionResult = connectionResult;

resolveSignInError () ;

private void resolveSignInError () {

Log.e ("pavan", "User RESOLVE SIGN IN ERROR CALLED OUT OF IF");
if (mSignInClicked) {
if (mConnectionResult.hasResolution()) {
try {
Log.e ("pavan", "User RESOLVE SIGN IN ERROR CALLED OUT OF IF TRY");
mIntentInProgress = true;

mConnectionResult.startResolutionForResult (this, GOOGLE_SIGIN) ;
} catch (IntentSender.SendIntentException e) {
Log.e ("pavan", "User RESOLVE SIGN IN ERROR CALLED OUT OF IF CATCH");
mIntentInProgress = false;
mGoogleApiClient.connect () ;

Mony4nTb MHMOopMaLuo o Npodune

private void getProfileInformation() {
try {
if (Plus.PeopleApi.getCurrentPerson (mGoogleApiClient) != null) {
Person currentPerson = Plus.PeopleApi
.getCurrentPerson (mGoogleApiClient) ;
String personName = currentPerson.getDisplayName () ;
String personPhotoUrl = currentPerson.getImage () .getUrl();
String personGooglePlusProfile = currentPerson.getUrl();
String email = Plus.AccountApi.getAccountName (mGoogleApiClient);

} catch (Exception e) {
e.printStackTrace () ;
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AyTeHTudpurkauunsa c nomoubto Firebase,

private void firebaseAuthWithGoogle (GoogleSignInAccount acct) {
//AuthCredential credential = GoogleAuthProvider.getCredential (tokenCredential, null);
AuthCredential credential = GoogleAuthProvider.getCredential (acct.getIdToken(),null);
mAuth.signInWithCredential (credential)
.addOnCompletelListener (this, new OnCompletelListener<AuthResult> () {
@Override
public void onComplete (@NonNull Task<AuthResult> task) {
Log.d ("TAG", "signInWithCredential:onComplete:" + task.isSuccessful());

// If sign in fails, display a message to the user. If sign in succeeds
// the auth state listener will be notified and logic to handle the
// signed in user can be handled in the listener.
if ('task.isSuccessful()) {
Log.w ("TAG", "signInWithCredential", task.getException());
Toast .makeText (MainActivity.this, "Authentication failed.",
Toast .LENGTH_SHORT) .show () ;
lelse{
SharedPreferences prefs =
PreferenceManager.getDefaultSharedPreferences (getApplicationContext ());
Log.e ("SahajLOG", "Login PREF ISSSSSSSS ONACTIVITYRESULT
"+prefs.getBoolean ("AuthByGplus", AuthByGplus));
prefs.edit () .putBoolean ("AuthByGplus", true).commit ();
Log.e ("SahajLOG", "Login PREF ISSSSSSSS ONACTIVITYRESULT IFTRUE..
"+prefs.getBoolean ("AuthByGplus", AuthByGplus));
Intent intent=new Intent (getApplicationContext (),MainActivity.class);
startActivity (intent);
finish () ;
}
// [START_EXCLUDE]
// hideProgressDialog () ;
// [END_EXCLUDE]

onActivityResult

@Override
protected void onActivityResult (int requestCode, int responseCode,
Intent intent) {

if (requestCode == GOOGLE_SIGIN) {
if (responseCode != RESULT_OK) {
mSignInClicked = false;
}
mIntentInProgress = false;
if (!mGoogleApiClient.isConnecting()) {
mGoogleApiClient.connect () ;
if (mGoogleApiClient.isConnected()) {
// getGoogleOAuthTokenAndLogin () ;

}
GoogleSignInResult result = Auth.GoogleSignInApi.getSignInResultFromIntent (intent) ;

if (result.isSuccess()) {
// Google Sign In was successful, authenticate with Firebase
GoogleSignInAccount account = result.getSignInAccount () ;
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Log.e ("SahajLOG", "account " + account.getIdToken());
//getGoogleOAuthTokenAndLogin () ;
firebaseAuthWithGoogle (account) ;
} else {
// Google Sign In failed, update UI appropriately
// [START_EXCLUDE]
Log.e ("SahajLOG", "SIGN IN FAILED");
// [END_EXCLUDE]

public void signInWithGplus () {

if (!mGoogleApiClient.isConnecting()) {
mSignInClicked = true;
Intent signInIntent = Auth.GoogleSignInApi.getSignInIntent (mGoogleApiClient);
startActivityForResult (signInIntent, GOOGLE_SIGIN) ;

Bbintn

@Override
public void onLogout () {
mAuth.signOut () ;
if (mGoogleApiClient.isConnected()) {
Plus.AccountApi.clearDefaultAccount (mGoogleApiClient) ;
mGoogleApiClient .disconnect () ;
mGoogleApiClient .connect () ;
SignedInWithGoogle=false;
}
// Google sign out

switchToLoginFragment () ;

MpounTtante AyteHTndomkaumsa Google Plus ¢ Android oHnawH: https://riptutorial.com/ru/firebase-
authentication/topic/8887/ayteHTudukaumsa-google-plus-c-android
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