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You can share this PDF with anyone you feel could benefit from it, downloaded the latest version
from: Idap

It is an unofficial and free Idap ebook created for educational purposes. All the content is extracted
from Stack Overflow Documentation, which is written by many hardworking individuals at Stack
Overflow. It is neither affiliated with Stack Overflow nor official Idap.

The content is released under Creative Commons BY-SA, and the list of contributors to each
chapter are provided in the credits section at the end of this book. Images may be copyright of
their respective owners unless otherwise specified. All trademarks and registered trademarks are
the property of their respective company owners.

Use the content presented in this book at your own risk; it is not guaranteed to be correct nor
accurate, please send your feedback and corrections to info@zzzprojects.com
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rnasa 1: Hauano pa6otsbl ¢ Idap

3aMmedyaHus

B aToMm pasnene npenctaeneH 063op Toro, 4To Takoe ldap, n noyemy paspaboTyUnK MOXET
3axoTeTb ero Cnonb3oBaThb.

B HeM Takxe BonxHbl 6biTb ykadaHbl nobbie 6onbluve TeMbl B ldap 1 CCbiNky Ha CBA3aHHbIE
Tembl. [lockonbKy AoKyMeHTauus ons ldap sensietca HoBoOW, BaM MOXeT noTtpeboBaTtbcst co3naTb
Ha4yasbHble BEPCUN 3TUX CBA3AHHbBIX TEM.

Examples

Hactpownka PHP pns pa6otbl ¢ LDAP

[Mocne Toro, Kak Bbl NPaBuUbHO HacTpounu ceo LDAP-cepBep, Mbl XOTUM NOOKOYMTLCS.
Hanpumep, ncnonbsys PHP.

e DN = oTnnuymtenbHoe nmsi. To 03Ha4YaeT, B Kakoi yacTu 6a3sbl gaHHbIX Bbl paboTtaeTe.
MoxeT 6bITb NONIb30BaTENEM UMW TPYNMNOA (MK Aaxe HacTPoKaMn KoOHApUrypauun).

e 3anucb: 06bEeKT, HaNpMMep Nosib3oBaTeb.

e ATpuBYT: 4TO-TO BHYTPW 3anNuncK, HanpuMep MMs, HoMep TenedoHa N aapec aNeKTPOHHOM
MoYThl.

coeaVHUTEeNbHbIN

CHavana mbl onpemnensem cneaywouee:

$server = "server.example.com"; //this is the LDAP server you're connecting with
$ds = ldap_connect ("ldaps://$server", 636); //always connect securely via LDAPS when possible

Tenepb Mbl cBA3aHbl. Cnenytoulee, YTO Mbl XOTUM, 9TO AaTb CepBepy 3HaTb, H4TO Mbl
3acnyxwusawowmin goepus Yyenosek. CambiM NPOCTbIM peWeHNEM SBNSAETCS UCNONb30BaHNe
KopHeBoro DN nnu cyuwecTByowWwero nofb3oBaTens ¢ Haanexauwmmm paspeleHnsamm gns
npocmoTpa 6asbl AaHHbIX (BO3MOXHO, KaX abli Nosib3oBaTtenb B 6a3e AaHHbIX MOXET 3TO
coenatb Nno ymonyaHuio). Mbl BbINOHAEM ayTEHTUOMKALMIO C MOMOLbIO OyHKUMK bind.

Hactpowka napaMeTpoB

Bo-nepBbix, Mbl 06 bsIBNSiEM 3TV NapaMeTpbl. B 3aBMCMMOCTM OT KOHGOMrypaumm Bawero cepeepa
Bbl MOXETe 0CTaBUTb 3TO.

ldap_set_option ($ds, LDAP_OPT_PROTOCOL_VERSION, 3);
ldap_set_option ($ds, LDAP_OPT_REFERRALS, O0);
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nepennert

[Mpennonoxwum, Bbl ucnonb3dyeTe admin n naponb passl23notsafe

$Sdn = "uid=admin,cn=users, dc=server,dc=example,dc=com";
Spass = "passl23notsafe";
$ldapbind = ldap_bind($ds, $dn, S$pass); //this is the point we are authenticating

970 o4yeHb MUNo. Mbl Haxooumcs. Terlepb Mbl MO>XEM BbINMONMHATb MHOIO Pa3HbIX onepaLuA|7|.
Hanpl/lMep, Mbl MOXEM UCKaTb, YUTATb, NUCATb U N3MEHATb MNONb30OBATENEN U faXe rpynnbl.

nouck

npe,ﬂ,CTaBbTe, 4TO Mbl XOTUM OT06pa3VITb BCeX YJIeHOB rpynmnbl «MNoJib30BaTENN>».

Sdn = "cn=users,dc=server,dc=example,dc=com"; //very important: in which part of your database
are you looking

Sfilter = "uid=*"; //don't filter anyone out (every user has a uid)

Ssr = ldap_search ($ds, $dn, S$filter) or die ("bummer"); //define your search scope

Sresults = ldap_get_entries($ds, $sr); //here we are pulling the actual entries from the
search we just defined
var_dump ($Sresults); //will give you all results is array form.

Bbl MOXxeTe ucnonbaosatb netnu foreach ons OTO6pa)KeHVI$| OaHHbIX B XOpolweM smnae.

Xopowo, noHan? Tenepb NPUCTYNUM K HEKOTOPOI chunbTpaummn. Mel XoTmM oTobpaxaTb TONbKO
nonb3oBartenen B rpynne «bikeowners», KOTOpble 3aperncTpupoBany agpec aneKTPOHHOM
no4Tbl. BaXHO 3HaTb, 4TO BCe NOMb30BaTENN HAX0OATCS B €N = users. Kpome T0ro, oHn T1akxe
MOTyT OblTb YNeHamu Opyrux rpynmn.

//did the connecting and binding

$dn = "cn=bikeowners, cn=groups,dc=server,dc=example,dc=com"; //note the extra "cn=groups" for
looking in a group that is not "users"

$filter = "email=*"; //email address must be set but can be anything

$sr = ldap_search($ds, $dn, S$filter) or die ("bummer"); //define your search scope

W Tenepb nepexoanTe K 1dap_get_entries CHOBA.
AdpheKTUBHOCTb B NMOJSTy4YEHUN 3anuncen

MprMep, B KOTOPOM 3ChPEKTUBHOCTL paccMaTpMBaeTCsl, CTAHOBUTCS BCe bonee BaxHOM ¢
6onblwmmMm 6azamy faHHbIX C 60NbWNM KONMYECTBOM aTpmbyToB Ha 3anmcb. OcobeHHO, Koraa Bbl
XpaHuTe n3obpaxeHus B atpmbyTe jpegphoto, 3T0 MOXET 3HAYUTENIbHO COKPATUTb BPEMS
3arpys3ku, korga Bbl BbIBOPOYHO U3BNeKaeTe CBOW 3anucu.

MNpenctaebTe, 4TO Mbl XOTMM UCKATb NOJb30BaTENel, KOTOPble HAX0AATCA B rpynmne «
bikeowners». BHyTpu aTnx 3anucein xpaHMTCa MHOIrO MHdpOpMauuKn, CKaxXxem, OHU MeKoT
cnepytowme atpmbyThbl: cn, uid, name, displayname, malil, initials, mobile, telephonenumber,
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street, postaladdress, postalcode u jpegphoto. Tenepb HaM Hy>XHbl TONLKO UX Uid, UM 1
NHUUMan.l.

Lns aToro mMbl MCcnonb3yem HeobsidaTenbHbIl 4-1i napameTp Idap_search:

$dn = "cn=bikeowners, cn=groups,dc=server,dc=example,dc=com";

Sfilter = "uid=*"; //

$justhese = array ("uid", "name", "initials");

$sr = ldap_search($ds, $dn, S$filter, S$justthese) or die ("bummer"); //define your search scope

W Byans, 3anyckawwas 1dap_get_entries , 4ACT BAM TOJIbKO 3TN OAHHbIE.
PacwupeHHaa domnbrpaums

KoHeuHo, Bbl MOXeTe BbiTaWmUTb BClo 6a3y AaHHbIx ¢ nomouwbio LDAP 1 obpaboTatb 910 B PHP.
OpnHako, Kak 1 B cnyyae ¢ MySQL, ropasno agopekTUBHeE BbINONHATL 06paboTKy HA CTOPOHE
cepsepa. YTobbl NPOAEMOHCTPMPOBATE 9TO, Mbl MOXEM UCMONb30BaTb PACWMNPEHHBIA PUNBLTP.

B kayecTBe oTnpaBHOM TOYKM BO3bMUTE OOUH U3 NPUBELAEHHbIX BbilE NPUMEPOB, HO UBMEHUTE
dounbTp $ B COOTBETCTBUM C NPUBELOEHHON HNXE CTPOKOW. B HaweM npumepe Mbl XOTUM
oTobpaxaTb JaHHbIe aKTUBHbIX Nonb3oBaTtenein. ObbIYHO ANS XpaHEeHWS 3TOW MHdopMauum
NCNONb3yeTCs aTpubyT shadowexpire . OQHAKO 9TO MOXET Pa3NMyaTbCs MEXAY Pas3NnyHbIMU
cuctemamy LDAP. Mbl He TONbKO XOTMM 0TOBpaxaTb akTUBHbIX NOSIb30BaTENEN, HO ¥ UX UMS
JOMXHO HAYMHATbLCSA C «a», N OHWU JONXHbI XUTb B AMCTepaame.

B npuHUMne, Mbl XoTUM CcOoefiatb Tpu Bewn:

1. Camblin NpOCTON: AONXEH XUTb B AMcTepaame. B aTom nprMepe Mecto Xuntenbcrea
xpaHuTcsa B atpubyTe 'postaladdress’

Sfilter= "postaladdress=Amsterdam";

2. VIMa monxHo HauynHaTbCcs € cumBona «a». B aTom npumepe UID cocTouT N3 UMeHn,
NnoaTOMY:

$filter= "uid=a*";

3. Monb3oBartenb JONXeEH ObiTb akTUBHBLIM. OTO 3HAYEHUE CoOXpaHAeTcs B atpmbyTe no
YMONYAHWIO shadowexpire CO 3HAYEHMEM -1 . B 3aBUCUMOCTM OT KOHGOMIrypauum Bawero
CepBepa shadowexpire MOXET COAEPXATb MHOXECTBO 3HA4YEHWIA, faXe AaTbl BO3MOXHbI.
Ecnu nonb3oBaTtenb HEAKTUBEH, shadowexpire OyAET paBeH 1 . YT06bl y6eanTbCs, YTO Mbl
nony4yaem BCEX MONb30BATENEN, KPOME TEX, KTO AEACTBUTENbHO HEAKTUBEH, Mbl HE
BbIOVPAEM PUNLTP HA shadowexpire = ~1 . BMECTO 9TOr0 Mbl FOBOPUM, YTO HE XOTUM, 4TOObI
OHM ObININ HEAK TUBHbBIMU.

$filter= " (! (shadowexpire=1))"; //NOT is represented with "!"
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Tenepb camas nHTepecHas YacTb: 06 beanHuTe Bce Tpu npumepa. Mbl MOXeM coenatb 370 C
nomouibto ckobok, AND, OR n NOT BblpaxxeHui

Sfilter= " (& (postaladdress=Amsterdam) (uid=a*) (! (shadowexpire=1)))";

HakoHeu, Mbl MOrfiv 6bl MOCTPOMTbL MHCTPYKUMIO OR € NOMOLLbBIO «|», HANPUMEpP, ECIN Mbl XOTUM,
4yTOObI BCE NMOMb30BATENN, HAYMHAIOWMNE C «a» UK «b»,

Sfilter= " (| (uid=a*) (uid=n*))";

Bbl MOXxeTe koMbHMpoBaTbh 6ECKOHEYHO 1 cO34aBaTh AOBOMIbHO BNevaTnsowmne unbTpsl,
nonpobosarthb!

MpounTaiite Havyano paboTthkl ¢ [dap oHnaiiH: https://riptutorial.com/ru/ldap/topic/5576/Ha4ano-
paboTbl-c-ldap
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