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You can share this PDF with anyone you feel could benefit from it, downloaded the latest version
from: windbg

It is an unofficial and free WinDbg ebook created for educational purposes. All the content is
extracted from Stack Overflow Documentation, which is written by many hardworking individuals at
Stack Overflow. It is neither affiliated with Stack Overflow nor official WinDbg.

The content is released under Creative Commons BY-SA, and the list of contributors to each
chapter are provided in the credits section at the end of this book. Images may be copyright of
their respective owners unless otherwise specified. All trademarks and registered trademarks are
the property of their respective company owners.

Use the content presented in this book at your own risk; it is not guaranteed to be correct nor
accurate, please send your feedback and corrections to info@zzzprojects.com
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2: DML

Examples

/
.prefer_dml 1dmlformat
.prefer_dml Odmlformat

DML https://riptutorial.com/zh-TW/windbg/topic/7987/dml--
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Examples

process -
* .process -
peb -

teb -
locks -
.dump -
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4.

Examples

.exr —1lo

lanalyze -vo

.NETSOS!pe.NET-
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SOS

SOSMicrosoft for NETWinDbg- .NET-

.load x:\full\path\to\sos.dll o .NETmscorwks.d11 .NET CLR 2 cir.d11
SilverlightUniversal corecir.d11

.loadby sos clr
.loadby sos coreclr
.loadby sos mscorwks

'help o
SOSex

S0SexS0S: SOSex o

DLL.1oad x:\full\path\to\sosex.dll.load x:\full\path\to\sosex.dll o
.NET 1qa1x-

SOSexX ! help o

PyKD

PyKDWinDbgPython- -

DLL.10ad x:\full\path\to\pykd.pyd PYDpython DLLDLL-
PyKd

PyKDne1p Codeplex. - -
WinDbg- Python-
1pyREPL 1py x:\path\to\script.pypython0

from pykd import *

PYKDREPL: exit ()0

.NET CLR 4corecir.d11
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NetExt

NetExt.NET
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6:/
Examples

WinDbg- Stack Overflow-

.logopen
.logclose

. dump

- WinDbg- WinDbg -

.symfix  Microsoft
.sympath

.reload

.symopt

!'sym

X

1n

o

.exr
.lastevent
SX
lanalyze

lavrf

1m
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bp
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.load

.loadby
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.unload

qd
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.tlist

.attach

.Create

.childdbg

.detach

Lkill

.restart

WinD

bg

.prefer_dml

.effmach

.cmdtree

I
.hh - WinDbg

Windbg

.cmdtree.

txto

windbg ANSI Command Tree 1.0

title {"
body
{"Group
{"Name
{"Name
{"Group
{"Name

Window title"}

Heading"}
of command to display"} {"command"}
of command to display"} {"command"}
Heading"}
of command to display"} {"command"}

1. Windbg-

2.{Group Heading}e

3.{Name of command to display} {command}eo

windbg ANSI Command Tree 1.0
title {"Your title goes here"}

body

{"Basic commands"}
{"Show CLR Version"} {"lmv m clr"}
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{"Load SOS from CLR"} {".loadby sos clr "}
{"Symbols"}

{"Load my symbols"} {".sympath+ "c:\DebugSymbols" ;

Ul

.cmdtree <path of your .txt file>o

@I
B- ic commahds
.~ Show CLR Version
. . Load 505 from CLR
EuSythls
‘. Load ny =ymbols

/ https://riptutorial.com/zh-TW/windbg/topic/5384/-

’

.reload"}
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Examples

e .server -

e clients -

e .endsrv -

e .sServers -

e .remote - remote.exe
e .noshell - shell
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